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Abstract: With the improvement of standardization and intelligenc€ level of secondary equipment, a kind of
communication network more efficient and smarter is needed im smart substation to meet the substation operation and
maintenance requirements, to achieve equipment plug and playy, “intelligent monitoring, subnet secure isolation and element
interchange. For the application needs of substation gétywork unified management, security isolation between subnets and
equipment compatibility and interchangeability, a(Sefiware Defined Network ( SDN) -based substation network architecture was
proposed. IEC 61850 and OpenFlow protocolsere used for network architecture design. OpenFlow controller was used to
control and isolate the individual subnets to implement network device management and subnet secure isolation. The
experimental results show that precise traffic control based on service types, and securely data isolation can be implemented
with the proposed substation SDN-based network architecture. It has a very important application value for promoting the
operation and maintenance level of smart substation.
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Fig. 1 Problems in communication network of smart substation
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Fig. 2 Basic structure of smart station network based on SDN
2.2 ZHBANHTIBERRE
Bl 3 O P28 AT BB AE R  RERY 53O 4 R 2 B Al
S5 BURIA R E 3 (BRI 3% )  HE BAAL W A0 4 SO %5, B
e v (BRS/if  ) BEH AT HEBA AL B — Bt vl = RS Fr 52

Ao
SIS CD
B
[}
YN HEEE ) o D )
|

= !
T AT
3 MIASHLERERIAY
Fig. 3 Functional model of network switch
BEtPE 3 s B & RN T
1) b 55 Fi i AR B, BT RE N ICRIRSCHEANZ) 1),
VA B s OV BEASAEIR A, AB TR R BESS
2) PR (WA 08 ) B, K3 TEC 61850 43 it

K2



http://www.joca.cn
http://www.joca.cn

2514 #+HAUE A

B (SCD) AR TR AU, X4 Ak 55 TR kAT i i, &2
HEAT RS, ST v 1 B) SRR A B, O 22 S 4 () Rl 0L PR S
TP 55 T AR A 5 72 2 7T LA 95 - MAC, LUK 252U, APPID
( Application Tdentifier) . % 3 1% . Y B4, ¥ 45 J2 A A0
TCP ( Transmission Control Protocol ) }2 UDP ( User Datagram
Protocol ) #pi3 J& 14 L 2 MMS, NTP ( Network Time Protocol ) ]
SERRSE

3) HEBAFLI B, {KHE IEC 61850 2¥5T & 3 {4 SCD 4
FRE PRI, 3 SR SCHAT I S HE S s v £ JR T, D
R SV .GOOSE Fy Sz,

4) MOCEEEH DRI ITRE T,, i H IR
BB AT(AT = T, = T,) , EAMTNE(—fH SV MK
Reserved FEY) , I ik ik, T BT TT R REWS A BB
i F R IERTRER R, B SRAE (8] 25 1 Y ) A
2.3 SDN ¥=HlsRThaEEal

ARRTET 68 75 H 3k R 4 b BT B R 2% 1R 8 #E AT TEC
61850 ZHE, FHATEE =7 43H7 , SDN AR HEA5 ) A 5 W
RIRVER S5 ( Network Operation System, NOS) SEBIX} v B E
P 2 1) WA A S AP IRZS W, A PR TR = Z 2B
Bk 3D T M AR R T RAR R M R
HIHRH

JOL T BB 7R R B ) OpenFlow #2348 B e H 22w
5, BB &S T W, OF B ST F AR PR R4 1Y
BEIEE, FIRT 32T TEC 61850 Wi, fHHE M T4 geAE il
MATR.

OpenFlow FHIZ5 DI RER R R E-@FIL M O RS
B R T =ANER A Herpdb i 1 B iAF A, IEC'61850
M, SR — b M i R G5 N R AT PRSI
55 N P95 A H ol Y 4 T B R R R Sk A 4L QoS
(Quality of Service) 4545 LA S 3 W R & 55 Ty 68 , IRl Ad B 45 %
FIFREI TR, A i fE 25 AR Fh il I 4R Tic B 200K, e 2R AR K
SCD Xk A AL OpenFlow 3% ; B Al 2 1 AT &
OpenFlow B3, I FHER T &

IEC 61850

OpenFlow OpenFlow
& 4 OpenFlow 15 il a5 oh REAFRY

Fig. 4 Functional model of OpenFlow controller
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Fig. 7 Network architecture of smart substation based on SDN
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{ "version" :
"group” = {
"id" s 1,
"type" : “all",

"1.3.0",

"command" : "add",
"buckets" : [
{ "weight" : O,
"watch_group" : 4294967295,
"waich_port" : 4294967295,
"actions" : [{"output" : 26}]
}
{ "weight" : O,
"watch_group" : 4294967295,
"waich_port" : 4294967295,
"actions" : [ {"output" : 27}]
11}
R
{ "flow": {
"priority": 1,
"table_id": 0,
"idle_timeout": 60,
"match": [
{"eth_dst": "00: 00: cd: 04: 00:20"}],
"instructions":
[ {"write_actions": [ { "group":1}]}]
1
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Fig. 10  Group table on SDN controller
Durapanh 000000 T ke on b de 0
BE mo BE 4B Bame Emu

axn nEs R T R
9 30000 103344 13228032¢se:01:00

4 30000 2584 330752 dst:01:0c

K11 SDN $&iil#s EWmR
11  Flow table on SDN controller

WEOMC2 TR/
ditEmes

00:20 ¥rite actions;group:l

00:30 Write_actions;group;d

Fig

Name/1h T Fore Name: ©ORX Port Nauwes:

TE CountiFrames) KX Connt (Franes)
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Fig. 12 Experimental result on SDN controller

M 10 ~ 12 HHRTE W SRR R R R B o
BLREE N 20 T BN e R W] 3 7 AL B Bl AT S it
REFEFERRE BRI SHE

4kge T & C.D WKW, KA A F B B I, 76 52
PLEEWBIRA R FRWT AR I A 13,

1) 2l B R BRI T .

Instance 1 group table information:

Group count: 1
Group entry 1:
Type: All, byte count: ——, packet count ——
Bucket 1 information:
Action count 1, watch port: any, watch group: any
Byte count ——, packet count ——
Output interface: XGE1/0/26
Bucket 2 information:
Action count 1, watch port: any, waich group: any
Byte count ——, packet count ——
Output interface: XGE1/0/27
Referenced information:

Count: 4

Flow table: 0
Flow entry: 18, 19,20, 21

2) ML E R REDE T o
Flow entry 18 information:
Cookie: 0XO0, priority: 30000, hard time: 0, idle time: 0, flags: none,
Byte count: 19988608, packet count: 156161
Match information:
Ethernet destimation MAC address: 010¢-cd04-0020
Ethernet destimation MAC address mask: ffff-ffff-ffff
Instruction information:
Write actions:
Group: 1
Flow entry 19 information:
Cookie: 0XO0, priority: 30000, hard time: 0, idle time: 0, flags: none,
Byte count: 499840, packet count: 3905
Match information:
Ethernet destimation MAC address: 010¢-¢d01-0030
Ethernet destimation MAC address mask: ffff-ffff-ffff
Flow entry 20 information:
Cookie: 0X0, priority: 30000, hard time: 0, idle time: 0, flags: none,
Byte count: 169088, packet count: 1321
Match information:
Ethernet destimation MAC address: 010¢-cd01-0031
Ethernet destimation MAC address mask: ffff-ffff-ffff
Flow entry 21 information:
Cooki€? 0X0} priority: 30000, hard time: 0, idle time: 0, flags: none,
Byte c8unt: 6760576, packet count: 52817
Matéh information:
Ethernet destimation MAC address: 010¢-¢d01-0021
Ethernet destimation MAC address mask: ffff-ffff-ffff
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Fig. 13 Experimental result on switch
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