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Abstract: Programmable Logic Controller ( PLC) is one of the most important components of industrial control system,
which controls varieties of physical equipments and production processes. TH&, faults of PLC control program caused by
malicious tempering of attacker and programming errors of internal personnel will seriously threaten equipment safety and
personal safety in industrial field. In order to solve this problem, a cgfitr]flow analysis method of PLC program was proposed.
Firstly, the lexical and syntactic structure of source code weze\analyzed by using flex and bison. Then, the intermediate
representation without instruction side effects was generated and optimized by analyzing the Abstract Syntax Tree ( AST).
Finally, the basic blocks were divided on the basis_of intetmediate representation, and the control flow graph of the program
was constructed by taking basic block as the haic\ unit. The experimental results show that, the proposed method can restore
the control flow structure of PLC program in the form of statement table, and provide the basis for program understanding and
security analysis.
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AICEFXSPE [T ST £ 5 PLC B A Y STL( STatement

1S B 87 :2017-05-09 ; {& B H &1 :2017-07-04,,

List) if 5 BRI 50, FF & T STL AU Kl 5 7 A T B
STL Rk MiB a1, A4 T 1EC 6113131 bRy 945 4 %
B, E—MEMTILAES WRESMLIES.
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B, CHk[ 4 ] B FHSMBRINE RS RS RE B R
HTREEERGNFGES SN T RIEYF&
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SCER (7 - 8 1% T 3R W i J7 3545 PLC R 540 A 3
N, I B BT T S B

RO TR B S IAT I T R TR T I S R A R, 8
AR B AR AR R, HER T A AR
HITIIE], A5 T PLC R8P AR AR I AR R M [l R

RIS TAEE S PLC BIPMBRIES 4 EE T
BT , (AR AEPT[RlRE

1) 7ERR 7 @0 A2 o 3 s MR T AR P i e A,
MBS A RSB

2) PP ARR R EIE S, TR T IR ST @8, 4
SBEIEA BT BN E 28 VRS BRI EEF R,

ASCE XTI P AR, B T —FEBRIE LRIER N
STL & & " [A] & /5 ( Simple STL language Intermediate
Representation, SSIR) ,7ZEAEAE STL 5 X AYRITHE T B STL L
BRA SSIR JER, ZJ5 72 SSIR (1AL b #E 4746 R ¥4
M, BRI T BT HImRE G0 TR BT
i R B e Al _R AT R
2 BEEANER

BRI A ESRIE 1 i, EESHUT ISR,

1) FIFIR B0 A RS flex X STL 2 F A7 iR g 4047,
A AR RE I token JF 41

2)FT bison X token JFFHATIED 43T , & 2T 4
IG5 (Abstract Syntax Tree, AST) ,

3) i R IR R B E RN SSIR,

4) 7R 2R B R R bR S AR B, @ AR T i
RATEBRALSH.

FEh o T
ASTY
VP L 9 o V) 00 3 2 el =—{ 2B i 18] RS SR |
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Fig. 1 Framework of control flow analysis
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AT RS FAENE S BEN, 28 T PR ARG
B BUE SR T PER A G STL 4 A LR B
BRI
3.1 STLEREAHET
3.1.1 F435%
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FHLH(0B) ZIRE(FC) ThAESR (FB) Kiask (DB) &, B
RTIREINT

L) 2R 2 F R 27 b B 287, AT LA A A
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PLC B e s RALISE , IR T P RBIF NS
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15, EEX B T IREE A M7 F T SRR B

3) FtE SR A RCE P EOE R BUE X
3.1.2 BARAEFELEME

STL B )% T BB TR FREFHER . BINEF LS
FARPATREA8E,

REFR— 16 MW TR, L BUERT P9
47, T4 CPU PUTHE A EHPIRES SR U AR, JLERT
ANBEBEREASEITLIBIRESHFPRESFZHITR
Ho, AP—BAEEME RSN, HR2 PLC ZERBERTRB
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Tab. 1 Program status word

i HiFR iR
HUMINL BOCRES O TR BR PN —FI S, Hill
1545 RLO A MBI SRR OIT#F
1 RLO ZREHGH, MTIAELEER SR LR & ek
2 STA CR&ML. PATRLBHEIE S, STA SAARE—2
3 OR Eifi. EHER"S WEHER
RS, TR RS S TR E B R 4
SBIRNJOS 154 A & ShEhe SRER AL
OV, Wiz, HABHE BEIEEAE ST dSE B A & 1
COO~ Z%1HB 0, FATHRH LR SR T8 AR PRSE R
CCl ZfHB 1, FTHHILE R T R ORSE R
BR —HHISERNL TR RLO (i

0 FC

4 08

0o [N SN L

BN (ACCUx) R HAT STL 48 & HIEM R, B
LR IE LA, K& 418 A RBEE 2 B b i
71 s AR PLC RS i BANEEE B AR, A< AR B inag
R BIA- 48 STL #8421 BIE A
3.2 iESEIER

STL &5 M8 4 BlEA FBEH PREZ, SRS AL
KNEE#ED PLC BT, JHE I TR P &5 3, B
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BInE 2 i, WAHLE AR RS M RREE,
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Xt Ete A aE A=A EIMERR . AT EIE RS R
MBI ME TR , T BT M8 4 AT T 38 R Ak, B 1
HIA FCARZALA ORRZSAL,

3.2.1 FCkAz4

FCRBALN 0 RABATIRA REBBPBENEIES, 5 RLO
XA ERVER STA RASMEE R T RLO; BN, RLO NFHE
5 STA #4741 BE 9 B B AF /5 T EIR T RLO, %iih ¥
485 RLO AR MBI SR H BN 0, RRBEPLE R,
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1) B985 < P/ATHT FC A4 0,

2)WRME BEALRAHES T — K382 H AR B B AR, Wik
387 FC A9 0,

3) 5 RLO MRFYBREEHE S BT — RIS AR BEE BAT,
WPRATHT FC A28 0,

4) R BAR 4 LIS THEIR IR T — 4598 S R Bk B
Biw, MHATHT FC AL O,

AT 0.1

/I STA =10.1

// ¢jmp L1, FC==0

// RLO=RLO &&STA
// jmp L2

//L1: RLO=STA
//L2: FC =1

JC L3

e N

. //STA =1

10. // OR =0;

11. // FC =0

12. // cjmp L3, RLO==1
13. //RLO =1

2 STLAE4RAIMEM
Fig. 2 Instruction side effects of STL

3.2.2 OR k&L

OR i FEINBEETE O 5B 57 5“8 i8S W IRFEZ Al
SRR R HEHEER N 1, OR N 1, )54
ok OR fE {19954 , RLOH—H N 1,

B, % B E &3 RLO ME R 8 4 5 & i “RLO =
RLO or OR” 84, LU RITRH KA HIWT. SLhr b, OR fif
FELHUEOL T & O, WK E IR S TR, Br AR AR
B2 R ARAL SRR A [R) — FE A 12 4547 46T OR &7
7 0,7% % 0 MERZAE L
3.3 SSIR EEMM

RIS SSIR 478 2 AL A B AL A SUm I i 3

B o

<prog> = |<prog><ins>*

<ins> 1= jmpid lcjmpid, exp | callid | callid,id
llabel : <ins> 1 BE I<var> := <exp>

<exp> = <var>< binop> < var>
l<unop> < var> | <var>

<binop>::=+1-1*1/land | or I xor |-+

<unop> ::= minus | push | poplfnl fpl---

<var> =id: <type>

<type> ::= boolean | byte | short | int| long | timer

Icounter
K3 SSIR iEHEHN
Fig. 3 Syntax rules of SSIR
prog FE/RM AR T 9 B R A5 A, ins fURIR S, RLE Bk
Fetr 4 jmp id S&MFBREEAR S cjmp id, exp DIREIE AT 4 call
id DRERIA G4 call id,id HREEWHE 4 BE AR EN T
4 label; <ins > JR{EFES <var>:= <exp>, exp HFEA
X, BAHETERE ZEN _TEE L8N —-TTEE. F47
PR T AH S X T RE T RESR I 45 F P8 H pop 1
push 384 FTHRETS S HIERRERIE 76 3. 4.5 WHHAAN 41
SEbr b, SSIR AU STL RS #4T T /LA, H H L
PSTRAE NGS5 . STL AR T8 S B EH THR% .
PR B — M RER B, SSIR 7E STL My Eal FIERR
TERER, BT HBRESB/ER,SSIR == 1HEH,
AFE—A B WBAEBRIZ 2 BN EEAESL
3.4 HEILEHBEFAN
5 MR FMIL,STL B8 SR AT R, 4 B

RN FEB BN WA, FTEMNE STL A TRENE
PRRLI
3.4.1 ZEWE

ARZEEKERBFEE ARG, 1G] F S7 £3)] PLC
RN EH B — 16 SR —A iR, B A
1 16 A5 F T 7 ORI AR B (BI(E , Z3E 00 2878 B 254 1 ik
SURES , A48 5 e 28 10 28 B0 7 W R A B 4% 1 B R AR Bk AR
SSTR AR HEHEAEAF S BUH) 22 R 7 T 0] ) S 98 48 1H 0 2 LR 2
H.
3.4.2 HHE

THEER I 2 T RE R TR 2 BUE R948 e 3 H Bk b R 47
FMAE. BT ST &5 PLC ABAMTHEE AR B — 4 16
MFHF—A ZH I THEER 16 A F A TR RISUE.
TEERER T O i, 3 HINN 1, RZ A 0, HI, SSIR X3+
s b B 2 i ER AR TR
3.4.3  ZBARIEAS

U SRR E MR ROTE R AE BRI A 231
17, I RTE A 2 B A A Hk A E 5 B AT
MR E G AR A MPIT S5 T . BRAE TN B “FP”H
REHBIREE M TR Z A E BB R SR, BT T
BT S B HIWHR IR TRAE A Fds £ AT RT RLO fHR
EAPITE RMO MEUE., SSIR iR 4y RLO
A5 IR Y LA 4 F0 30 Vo R A 7 PR

PR V“FN M 0,27 g3 “RLO = RLO <M 0. 27 F1“M
0.2 =RLO"F&IE4,
8.4.4 ZIEmkdREigs

F P4k 25 ( Master Control Relay, MCR) 3§ & & # & —
FRIEMIESEEWEFHRIT, B “MCR( " B4 H 1R, U
“MCR)"#54-45H ., “MCR(”f544% RLO FERUE —1 8 fiL
.1 AL MCR ik, ) MCR” il MCR A9AR T

FHEA MCR X IRET, HEAR BT RLO {E24 1, 0] MCR #
&, %Xt 5 MCR MHOCHFE 2B %P7 B, MCR 7%, I
IS4 5% E AW FAAE A" , B A MBALIE A X
FHMIAR TR, H I, SSIR S MCR X 35, 4 #5 4 1% 57
MCR #7188, JF H7E MCR X IR PiX 4 KB B iEdE 4 AT 145
BEHEAT IR
3.4.5 #EIH4E

R gk B 2845 A LISR, STL BB P AU HENIE S R
FHCATCANCHO(7“ON( " “X("“XN(" REAUBHIBEEE
Lo XAKREN 4K RLO 71 OR 7 A K84 BIIERBRE
EHRERRT, MBR) "8 S0, R AT, K E
OR {if , iR 4L 5E 35 RLO Wiz H,

SSIR A8 #8154 Fl MCR 384 73 BB 3. T AL HERR F
MCR HERR , iR FE 2 B E B A B B3 F R SRR R A,

4 FEF SSIR fy 4% &) o B 4 ok B0k

SR S0 Dy R A ) 8 o A R ] ) 4 O
Gt B A F PLC B 0 £ SR, BT DAE T R) G
A RS R R R TR R B T RE R S D RE RS N R A
LIGR T A, B0 STL AR 35 ) 4 il 072 o AT 458 By LR A e
STL &P AL R AE IR AT o A 2845 1R A 1B A
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4.1 BEEEX
BN EAM, BEARERRCKESELFI, &
R RN — SRR S HEA , NG — 48498 il AT A
TRAFTES 3o
FEAYR SN
DH—FIRSRANER,
2) SRR BT A Bk B BARE R R A DB A
I FGMFERTRAFRFERLHE —FBLEADE
G
HBRFADEHE T - AB BRI AER N —
AR,
RIBREARBRE— &KL, AT LI A 2R R
1) B DA Rig & RIGK MBS S, BEZE
AT I8R5 SRS B bRstudit o
2) R H B AT RAE SRR BT 2o
3) B NEAY ORGSR 5 k1S, R R
SRR R E B B A
4) iR Bl EA S KA 4 R IAE DI REDR I8l 48 & B R
LIRIED o
LB b, B0k SR B T PLC BT F BT
DAEME R BiE R AN TR & 4 3Bk 4% o
EX2 EHRE, EHRE G = (NE) 2—PUEE
WAV RKAEREN = {B,B,,,B,| RBFNEARRLE
A,E C N x NFRARNES  WRFE(B,,B,B;)  E, UM
B, B B, ¢ — %A 1A, B B, %N B; BYRTIETT 1, B, FR A B,
G 465
4.2 HESR
el A A BRI T o
A SSIR $54%;
wd EHRAE.
/IR RN IR
if (List_Instruction == null) return;
//BPIIR SR A DBAFSEMEALDBATSR
for (Instruction ins; List_Instruction)
{
/TIPSR S A DA DR
if (ins.Id == 0)
List_Eniry. add(ins. Id) ;
/RIS S T — 482 R BIFIR S —RADER
if (ins. Op == " jmp" " cjmp" )
List_Entry. add(ins. Id +1) ;
List_Exit. add(ins. Id) ;
List_Entry. add( LineOfLabel ( ins. Label) ) ;
IARETRAIRA DIEA)
if (ins. Label ! = null)
List_Entry. add(ins. Id) ;
J
/7R RINIMAN DHEA) R T H e EER
List_Entry. add ( List_Instruction. size( ) ) 3
/7RI AT )T53R A be_i 48275, bb_i
//FREEARGCS  n_bb FRFEAB B
int n_bb = List_Entry. size( ) +1;
int[ ] n_pred = new int[ n_bb];
ControlFlowGraph cfg = new ControlFlowGraph(n_bb) ;
J/EEAYL 0 F L AR FRIA L S A D R

cfg. basic_blocks[ 0] =new BasicBlock (0, -1) ;
cfg. basic_blocks[ 1] =new BasicBlock(1, -1);
int bb_i =2 ; BasicBlock bb =null;
Tterator it = List_Entry. iterator( ) ;
for (53)
{
int be_i =it. next ()
if (be_i == be. length) break;
bb = cfg. basic_blocks[ bb_i] =new BasicBlock (bb_i, bc_i) ;
++bb_i;
}
/L RBABARPGING I K5 R
cfg. basic_blocks[ 0] . successors = new BasicBlock[1];
cfg. basic_blocks[ 0]. successors[ 0] = cfg. basic_blocks[2] ;
cfg. basic_blocks[ 1]. successors = new BasicBlock[ 0] ;
Tterator it = List_Exit. iterator( ) ;
bb_i=2;
while (it. hasNext( ))
f
int be_i =it. next () ;
bb = cfg. basic_blocks[ bb_i] ;
/7 GHA YA BA H DR
while (be_i > bb. end)
{
bb. successors = new BasicBlock[ 1] ;
bb_shiécessors[ 0] = cfg. basic_blocks[ bb_i +1]
BasieBlock next_bb = bb. successors[0] ;
Bb = next_bb;
}
/7 B A R RAT B 4
if(ins[ be_i]. op =="jmp" )
{
BasicBlock target_bb = cfg. getBasicBlockBylndex
(ins[ be_i]. oprandl) ;
bb. successors = new BasicBlock[ 1] ;
bb. successors[ 0] = target_bb;
J
/7 W B R A Bk R 4
if(ins[ be_i]. op =="cjmp" )
{
int bb_i = bb. id;
BasicBlock next_bb = cfg. basic_blocks[ bb_i +1] ;
BasicBlock target_bb = cfg. getBasicBlockByIndex
(ins[ be_i]. oprand2) ;
bb. successors = new BasicBlock[2] ;
bb. successors[ 0] = next_bb;
bb. successors[ 1] = target_bb;
}
}

Bk, List_Entry Sy A 0 I EFE; List_Exit JyH O3 &
3% ; List_Instruction & 3§ 4> 3% ; ControlFlowGraph & 4 1 ¥ &
2 ; BasicBlock Sy EEAN B2 s TogicBlock FRniBiEHIE,
4.3 LB

P A S EZAT X PLC 87 R R 24T 204, B AR
FA—AMER 0 SO 2 B LR P BTSRRI, & 4 BRI
B STL B & T8 AR k5 0 R g 5 A, 45 B P iy 4
FeAL )y SSIR J&7 73 A L4 R, i OS2 0 I A i S B
o RRFFATA 9 ANHEAIR, Ko, BBO \BB1 435 R A4 )
MEIMAOSAE A8, ZEHREIRE,
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Line Label Operator Operand

1. A 1 0.1
2. JC L1

3. A I 0.2
4. JCN L2

5. L 5

6. BACK T Lw 32
7. L MW 50
8. L 30

9. +1

10. T MW 50
11. L Lw 32
12. LOOP BACK

13. LI S Q 1.1
14. JU L3

15. L2 R Q 1.2
16. L3 BE

B4 EERE AR

Fig. 4 Example code

of control flow analysis

SRR T RN, RRTAELEEEFTUT =05
T+ 1) P R B SR R R R i 52) SSIR PR BB B #E S
BRMETE e 1h;3) PLC B B BUER D T BT I
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