Journal of Computer Applications

#E ML A, 2018, 38(1): 182 — 187

ISSN 1001-9081
CODEN JYIIDU

2018-01-10
http: //www. joca. cn

CEYRE:1001-9081(2018)01-0182-06

DOI:10. 11772/j. issn. 1001-9081. 2017071676

ETENMERPAPITEMRFE L-CS HiE

E oS ERELR ¥
(LI E AR G BEARSE, AFFE 050061; 2. $iL K3 T I T¥E B2, 3L T3 315100)
( * BAEVEH L THRFE huozheng@ heuet. edu. cn)

i E ARG RERARY R RBETRARRKA D 2B EEA b RXEFEELEF A, RLT —
FHAEI R R b T SUHE 6 AR ik ——-CS Jok o b SR T AR5 B FRHL £ B IR 69
ARG BRI T A TELTF ISR E A k-CS B L P, R TR A2 —/ NP R ; R 5,1
BT —AETFTHRHILREREGEMEEF A LOMERFTEL HEX LT BN E L KRBRK, FBRHRE
H AT TS AVRA 2 B F 0k (F,8) -anonymity #AT T xf bk, FR 2 R AW h-CS AR ARETRAR ZHRELE R EF
B 18] 2 5 @A T (k,8) -anonymity 3k 3 F 3912 B & % £k (k,8) -anonymity B BAK T 20% A A& ; H k5470 1
(k,8) -anonymity £ %k ®, Vi 10% ,

K RPN AR M B3 B AR B R 2

RES%KE: TP311.13; TP393.08  SCHEAFRAEAL:A

k-CS algorithm: trajectory data privacy-preserving based on semantic location protection

HUO Zheng'*, CUI Honglei’, HE Ping'

(1. School of Information Technology, Hebei University of Economics and Business, Shijiazhuang Hebei 050061, China;
2. College of Business, Ningbo Institute of Technology, Zhejiang University, Ningbo Zhejiang 315100, China)

Abstract: Since the data utility would be sharply reduced after privdcy preserving process and several attack models
could not be resisted by traditional algorithms, such as, semantic lgdatior? attacks and maximum moving speed attacks, a
trajectory privacy-preserving algorithm based on semantic location(ptesetvation under road network constraints, called k-CS (k-
Connected Sub-graph) algorithm, was proposed. Firstly, two atfack models in road network space were proposed. Secondly,
the privacy problem of semantic trajectory was defined s the %£-CS anonymity problem, which was then proven NP-hard.
Finally, an approximation algorithm was proposed to! cluster nodes in the road network to construct anonymity zones, and
semantic locations were replaced with the corrésponding anonymity zones. Experiments were implemented to compare the
proposed algorithm with the classical algorithm, called ( %, 8)-anonymity. The experimental results show that, the k-CS
algorithm performs better than (%, §) -anonymity algorithm in data utility, query error and runtime. Specifically, k-CS algorithm
reduces about 20% in information loss than ( £, §) -anonymity, and £-CS algorithm deceased about 10% in runtime than (%, 8) -

anonymity algorithm.
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Fig. 1 System architecture of trajectory data privacy-preserving
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