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Abstract: Logical Key Hierarchy ( LKH) protocol has been proved that O(log n) is the lower bound of the communication
complexity when resisting complete collusion attacks. However, in some resource-constrained or commercial application
environments, user still require the communication overhead below O(log n). Although Stateful Exclusive Complete Subtree
(SECS) protocol has the characteristic of constant communication overhead, but it can only resist single-user attacks.
Considering the willingness of users to sacrifice some security to reduce communication overhead, based on LKH which has the
characteristic of strict confidentiality, and combined with SECS which has constant communication overhead, a Hybrid Stateful
Exclusive Complete Subtree ( H-SECS) was designed and implemented. The number of subgroups was configured by H-SECS
according to the security level of application scenario to make an optimal tradeoff between communication overhead and

collusion resistance ability. Theoretical analysis and simulation results show that, compared with LKH protocol and SECS

protocol, the communication overhead of H-SECS can be regulated in the ranges between O(1) and O(log n).
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PEREAE I n BRI, EICER13]h, FIFHZ %A 5
% (Multicast Key Distribution, MKD) {1 LKH B4 i 7Y
A% T, MKD R R T U A BRI B, Liu % 2
FOPE-EEELEE T HNFE B BAEL (Exclusive
Complete Subtree, ECS) , fEULHESR I, #3E —MEA RTCRE
HBEAEF U, ZIHVGE & T HIRZ IR FE R TR .

ASCAHESCRRO14 ) BT b, 40 A RSN AREE S, '
HHZH T —HMIE G 1 4H % 5 T B (Hybrid Stateful
Exclusive Complete Subtree, H-SECS), H-SECS thil &# T
LKH B i f1 A R & 1 58 2 4 T & ( Stateful Exclusive
Complete Subtree, SECS) ¥pii% 3108, AT LLAE LKH {548 Fn
SECS Pyl Z R #1711 % , R B PGt e B E T 2
] fAU# , H-SECS PR iy — Mg 2 LKH Bl , A 582
PUa R BCT BRE A 5h— i & SECS T, B W 28
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S MA A E A,

L1 PMAERPLSEEE

A NS R R IER S A AT X 430, B
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PRNG) ' (6., Gy, 6y) KA RS . RABALIE T n S A
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R SR ORI R S R v BRI TE
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MNEHE, W, ZFTA BRI RN B H AR
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BB R EEARMEH .
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X e HAT AR, B E) GKMY |, A Sl TR ESS BRI
P, R T M5 75 o 3K A9 78 B IAIE 8 ( Hash-based Message
Authentication Code, HMAC) %™ | {8 i F 4@ {E M4
FAF I WBEAN R - AEH, AFHRIM CK 2

C24b 3, TSN 6K, EMFREMAT—PMATFH
B[ A PR AR (SHA-L) U S B 37 CK“™Y | & 8k i R 7 e B
GC I MTEHH BN, BB G 7 MECTE B3 A %4
GK(M) .

2)MABET. B NABEFMBEAEEGEL = {i,,i,,
i, 1L GC RN IR R W HEANE S 1K, Ky
K, b AR S HSNME SR GK' B BUE1E N < iE B 4k m
% GK™ GO HE X BARERR , B BT

GC = S 1 (iy iy, i B @rye-ox, @ox (GK™))

F CFREICERL, D (C) FomH K RIRBEH I C. 24 A
Prue SV BRBIEHEE L b, i, C)  RIEHESME S
M5 X, u BRI, i S I HRAME S K, BT kN 5
HEHTFHER K, DK, D DK, @K HEHFHSE
. BREMESIAEY KUY, mMEERN T,

DKil('BKiz@"'('BKim(-BGKt( C)o
2 H-SECS #3l

454 LKH Wil e 26 WU iR s R SECS Bl BA
W EEEFHIEE, B T MR A A A A
VML (H-SECS) . UMLK BB BLR — PR R RIS,
BT HRTTE B2 PR LKH YU ; 55 — 2 FR 8 T 4
( Division Tree, DT) , DT %% SECS B 38 i i3+, H-
SECS B Al LAZ3 iR S BT IR A BB AR R B 3 B
B, # 170 H-SECS P3P IS

F 1 H-SECS Pt FF S
Tab. 1  Symbol definition of H-SECS protocol

%5 B %5 B8
D, %iTH I, uiE DT, R ATHIE
m o THRBHH KEK E S
uP D FHBMR ] RR || Egtest) FE K I et
DT, i FHMSECSH || Dx(C)  JiI KRB C

2.1 WERERMBEK

B n MRS AE G, 1, GC &y —#; LKH
B, d A3 5, B AN SR — A, R
PR EFH——3MN, RE.EENTFTHEES —K
SECS #il#%, fEi#k DT, DT & m(m = n/d) NHFI 4,
Hodp At o NREREER 4, WIRTJLASFAE DT |+ 420
m, 55— N TFATTFHEARE m, DT P BT THE54H
R ——XtR] o FEBER It R T, R VA R & a1
AW RHITRS  E MR SR, 5RO, 4G50 H
1, SRS R 0. XHF DT R E R, A 770 M4
SHHTE N EF415 D, (Division) , Hirfr D, 9% {H 78 FI2 0
~2% .

BT H-SECS B 25 408 B2 — N2 AR Bl 454
FRULE DT BN R A FEM A Y . — A 2T FAR
NEHY LKH YR30 - i 5 Bh %5 87 5 53 Sh— 412 8L Xt i i DT
PIRIRAEN ., BUEHE T4 D, XA LKH #h i En
T A BIART SUBAR FRTE T AT R B R B AR
Biw FE I B 5 5 20 DT, 3% B AR S AR b A
NSS4, b, LKH YMSOR PR S %88
GK, B F A Ak R 3= 6K, Qe 1 fizs , H-SECS 45
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WERWILE 15 5. 585 4~F4: Dy .D,.D,.D; .D,; &

AT 4 —#f DT, 43 %% DT, DT, DT, DT, .DT,; DT

BT S XTRE 3 AR 1y 1y 1y o HFEH] GK B K, our?

& D, TATE u, FIA BN ID S R11001, 55—k 1 A%

THE 5 H= AR R BT SRS, u P A P4

B —4 2 LKH wﬁ(ﬂiiﬁﬁﬁﬁ,ﬁﬁﬁﬁ (KK, K K b Bl

BYARZ D, FALE R AL, —41R o2t 3R E0RA B4

{SK,,SK,} .

&4 [De] ooyt [w Jpl| B2 AT D & LKH Bt

i’?“zﬁiﬁ;}b_—f"h _________ i Fig. 2 LKH tree view of joining subgroup Ds
| | A E RS RIT -
L 0s0 GOL O IFBRTFALERE LS, S THRIER B HLEHE, C
LW @ IR T RS RIS b AR T
@ @ SECS X} 7 8 SCH
; 5 KRBRBELR  CC B IGIHEIEIK T- 4% B Ao

B 1 H-SECS Z5#7m 5l
Fig. 1 Schematic of H-SECS protocol
2.2 EEREmIA

TAZHAE 1) B 5 P —Fh R BT A4 P B 5
Rl EH T O 4R LA D R B AR B, EE T R
IMALIBESE . FRAERIMALLRER, B BRINT

1) GC A A BRI A AN S v A3 Bkt o 0 &

EHERINALRER RS, GC X4~ 5t 4Bt 3 L
ATAY T A2, 35 B s % B 1 B 0% RAE B 4 I B B 4
DA TG . WRTHAERR A AKX THEE R
BREF41 55 I, BRI R H@%éﬁo XoF T 35T A 44 0 K
B T HEEETT R/ BAR BB G W BGEERES , GC FEbL1E
& LKH Uy oprin 745 2% Bz E’J?éﬁ D, s}, A LT 1S
. :

OuFRERER D, 22X LKH B o i/ NE R i o
T, WP A S SR S 3 B A — A
TH, FAPEE R DT, W, b, EBTHAS D, HiE,
BETH A S5HOIEMN DT, WAE 5 5l A B A
MFA% DT, 3 BB 3 A LB B 28 0 F AL AR T N 16 BRI
A,

QUIR LR D, SR E AR LKH Yt o S/ NEE
8, N TARAE T4 b XFRL I DT, WS4, GC I 20 v
Xt ;. DT, A% B8 BE S5 /N I 747 g oh BE AL B — N T
JRERRANIT T AT, 2SR T s S TR M L B A G
B, A T B SR R SR AR A AL E . ISR EEEIM
D, ARNTERMFA, i THRA A, F4 D, ZRIEKT
Ho B2 BRI PmA—ESR, GC ¥%ER D, T4 H-
SECS & XT R 4 LKH iU 251k, Bead, D F4 #iknic
RTEEREY T4, Ds TH F miXd B DT, #%, DT, 3 WA —AF
RN SR A B R

2)GC AR GK™' JFH) B EAEHHE A

Bk e AR MAAFBBREHTREAR T ER,
ST(ST =S U T) ERMARRESEBRRNES. BT
PSS 148 4t , T B ST I A B B3 B B il 0 e B B3R B
Sy RN IMATH R

BV, AR5 08 I K 4 iz (9 LKH. il o JL 5 s
PEALHT B T 2 A B2 4R 0 % %5 45 (Key Encryption Key,
KEK) ; 5t J5 , #2535 S B4 ID B 25 S 5y B 45 1D F
Xof B ) KEK 35 2% 518 45 25 30 ( Logical Key Hierarchy Cipher
Text Block, LKHCB) &5 443G RS MA

X% SECS ¥ 35 2 #9 % X 3% GC i FHLART 4 % 47
GK RN B F20%) B 1) LKH i b 8735 S %8,
B Eqe(K) ,RFBE(K) REBFEHERR . R 2, iHER
FIF2R D, , WFRE LKH Wh30Rf b Frsg - S &R 1K,
Ky Ko b ASCRK, KK L RNEEEFT S NEH
SH VB AR 95 B LKHCB 2

LKHCB, = {0100,010,E, (K,')}
LKHCB, = {0101,010,E, (K,')}
LKHCB, = {010,01,E, (K,") |
LKHCB, = {011,01,E, (K,") |
LKHCB, = {00,0,E, (K,") |

LKHCB; = {01,0,E,, (K,')}

K, HEFHEER S 6KV GCRBIBE URE R
N SECS X 57 (¥4 3015 B3 2 Mi% 3L (Cipher Text, CT) , K%
BIERTFAPEEBA . BXEHUT .

GC = S$“Y. ¢r = {LKHCB,,LKHCB, (LKHCB,,
LKHCB, ,LKHCB, ,LKHCB, ,E ; (K,y) |

QRRIERF A BB S X T AT BRF 41 b 1 AL
51, GC R4 1) % SCEE SECS 1 BUa 5 A i 25 SCRE
W, GCEEMLIATHHBES CK RMFBFEH TR H B, B
Eq (GK"V) ,RIEH Ege (GK™Y) RAAWHRTF A PR

3) BLR R 2 SCEHNE B

HIF AR R B CT, S TAETEBRA B 5 5 5, Al
FAEE B GK, A I 6KV S TIER TR R AR
PP CK, fF5 B> R A LKH B 308 i-F 35 S 5E Bl
RBE AR UORIE IR B M3 SO R ) GK LB B AE IR 2
o Ry RS, MRS BT R ¥E CK %4 Ko 1R
KIO ,ﬁ@%giﬁ% LKHCBz ,&EK Ke ! ,*Eﬁ Ksl ,ﬁ@% LKHCBa ’395
UK, 4338 K, fi#4% LKHCB, , #3) 6KV (B K,/
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2.3 EREF B, 4R BAR B LKH Bl iSCA Y 2 6 K 2% i 4 SO, 3RO 56

e ¢ RZBITRR B ERE L = {i,6, i1 o
T ARUERT Al 22 224, 7 B B B O B BT 2 IR i) H-SECS
SEM R IR . ISR AR B w B RIS, UL BE T AL R AL TR A
T

1) AR 4R 5L i) ID s 4o 338 Hh A 5 B e+ 4 B i 4o
& MER DT, Arh AR AR S B M i, 3 DR IX AT AR
ILAATT R A, TR BT, X A 2 A A TS BRI
T4 AN DT, BRI BT 35 AR 0 AT R 89 5, 0
MR LKH Bl AR % DT, 8 F 45 8. GC Xf LKH
W BT, f LKH U R RICR &, B 3 B2l
1 v LKH (UM IMERA D, JEREE I,

B3 MExE D, & LKH Bl i
Fig. 3 LKH protocol tree after deleting subgroup D,

2) BRI E R AT LAy A AR

TEH T XN LKH B ES2m iy sl B8 , W R R
LKH VAR SASE B 72, SR Hh BB BT £E DT, 4 B 4%
B, XA REREAE SECS ZEGTHTAN , SR ANT

Ok 31 Steiner K™, XF (U\L) @57 Steiner B,
ST(U\L) fX3K Steiner W, R 4 b2 FAF 41 B I AL
RERL = {uy,uy,u} ,ST(U\L) WM BEHER T HH
i

QEREZ TR . XFLLIEERE DT, M1 ST(U\L) W, 5

TR YETALEY DT, MR M RT4L 89 ST(UNL) , B DT, -
ST(UNL) o &l 4 P8 25110 iy SEERAHE I ) 4Ll

QEH 5o RBEFIR P S ES, B TR
MEHRAMES SEHB R BUR RSB, i B yk
% DT, A rhoxd Bz LKH PRSUR 535 53 K, o F5 HESM 5 83
B ID, N3 T2 i, B0 35 SC 1 23 j 2% S0 B ( Division Cipher Text
Block ,DCB) , HA5#UIF

DCB = <i1 sla s sly aESk1®Sk2®---®Skm®GKt(Km) )

IS BR 4B B B SCE DCB MR R 7415 D, UK
T 10 i) 18 8 5 S e B 2 1 85 3C ( Division Cipher Text, DCT)
GC ¥ DCT RG[HEBEE T ARG

[
{5k
06,0 GOJ

A

4 FEBMREHNTHE
Fig. 4 Complete exclusion subtree in the subgroup
3) 2H R B A B SOE TR B o
LB BB R SRR RN SC DCT o X115 BR 720 BLA B

BB, BB CKY |, TR FATE IR T4 B 14 2 )
B4 GKY B LT W58 1 o Xt DCB i AR HEST
FHAMES M FEN (G = 1,2, ,m) ,u LA AFH
£ 1, TS Sk, RYEX 2 Sk, TR N DCB W15 %4, B
Sk, @ Sk, @ --- @ Sk,, ® GK'; #RJ5f 4% Hy 5t i LKH H380 -
FEFHFAHNMT THERNEH K, BESWHN.
Dy 050-@sk,oex ( C) 3 BIGATEIRE Y% , 145 LKH B
TR B A L SRAR Y S8 . R BRIEN %40 6K
2.4 HERBEHLEHSN

¥ SECS M, BN EE VRS AP T amiid
FRTRIT ] 24 , T A€ H-SECS Yps(Hr, kG188 Bk d
FEHAMKEREYHIUY ENEIREPELERNEHE S
ER—ATdHb, AP, 7 EMSREPTELERAGIE
FRE AR — AP R RS STk 11 1/ 0(1) -

1, kE>d
P, = 1(n-k) ! (n/d)* (D)
{1 -—d-(n!(j)_-é){d) , k<d
Hrp: n BHME,d B THEE AR En MEN, P, EE N
WK EGEB R, B .d K, EE G R B e R —
AT PR P, sl AEE MR — 2, d Bk, 224t
B, R d R R, & S 3O SERIE R 4 SR H ) H-SECS
TR, TP T LIARTE AN Y e e R, JE R 4 MR/ T
BiRBGE BT R Z AT — R R AU : 2 d =1
i, H-SECS BMAE 5% SECS B, Bk R4 BB A (B F)
FEEFFAE 0(1) H R NIk — M P B 4 d = n
i}, H-SECS HMSUAE B LKH M3, bt s B mA (B FF) 1)
WA O(log n) 6

3 Mg ELE

1 Microsoft Visual Studio 2013 3£3% T , #] F§ OpenSSL( kit
A 1.0, 1v) N2 e v Y 78 4% 25 bR E 128 iz ( Advanced
Encryption Standard-128 bit, AES-128) 122 4185 & i 256 {of
(Secure Hash Algorithm-256 bit, SHA-256 ) 3% %f H-SECS 5 &
AT E . £ H-SECS UM, lSIBIMA (B FF) B, 4540
R fE T A i L R R W T H ARG s A
BB FHEYE; B 5%, 4B P, Z 8 AL # 47 0F
5 A (B ) SRR, X LKH, SECS,H-SECS
=R BRI B AT T LR

T ESRS, ZHWEE k= 5;n = 32768;P, fRFE S
TMEREZLARNGEERIER T HRRBEE,
Py =0 R EIHEE; Ps = 1 AR BB P I
. ESETHRHIS P, ZAMXARR, TLUAL S TH
d ZWHE KR, H-SEC M ML &1 i B 1 B Wit o8, 4
d =n B}, H-SECS PhBUE SELT A BT , WA, H-SECS 1
WA LKA i, 24 d = 1 i, H-SECS #pi 28 i, SECS
W ZLHEH,

WA (B FF) B A AR e, LKH,SECS #1 H-SECS =
O RIBETE . T BT A AR AR L B AL, X
TMACETF) NAE B AR, A S0 # 47 20 )ITE K5
BB EE R R LMWK R, WX E P,d ko 1
2.4 WETR, MIAS M ER 2 i K Py = 0.1476
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(d =64,m =512) P, =0.0094(d = 1024,m =32) X%
H-SECS Hhill 9P~ IR o JBE B A DU S5 SR AN 6 i
A B BRI ZE R AN 7 B
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0.0 — :
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Fig. 5 Relationship between Ps and subgroups in H-SECS protocol
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Tab. 2 Test parameter configuration instruction

bOE-d d Py X4 d P
SECS 1 1 H-SECS2 1024 0.0094
H-SECSI 64  0.1476 LKH 32768 0
14
—o— SECS Rt
121 o H-SECS1 X I
-+—- H-SECS2
[aa] 10t x
’é ..... »~ LKH
g 8 -
=
s
g, . ]
b=

100 150 200 250
VN A5
B 6 =AML R AR T8 BT L

Fig. 6 Communication overhead comparision of three protocols when users join
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—o— SECS AN
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= -»--H-SECS2 o

% 8 - LKH e

=

g7 x
6

=

im

1) 4
2

=}

100 150 200 250
B
BT SRR TR TR
Fig. 7 Communication overhead comparision of
three protocols when users depart
M E AT LLE H, TR R AR RO AR i 5 B 7T, LKH
WHGE SR TF 8 & K, 0 SECS Hh il BB FF & Ao X T
H-SECHMN WE 5T 848 7] LABEE T 44 H d 78 SECS Wil
LKH i A 7o, B AT BAZE O(1) F1 0(log n) Z [RIHE
Ty,
PIEEH P, THRE 4 8K, H-SEC PrllHia Wik i
RE 0B , 38 5 0T Bl B LKH Jr A0l 5 T A1 T T
HEH d B/, H-SEC Hhsii A iR B B I wilss , @5 T 48

HUBHEGL SECS 77 REEF I 8. Fr L, AR A R R ¥ 5
A2, H-SEC PRl ] DUE R e B TH B H Kot a i
i Ji7E SECS BhisCRl LKH Bl Z [RIZEAT 4R, IRAIAE
YA T AE ) A 5 0T B9 2 5] AL

4 G
A ICET SECS Pp3Uf LKH PR M 3R SE B T — AR

SHEBHER I (H-SECS) o MWEIE 7 FIf7 B &5

A LU 4 E O A5 T 45 7T IR LKH B3R SECS Hpll 2

[T, RO 7EAR 4 % SA S BT 10 3% 3, LKH PRl iy

P A R AR AR AN A /NI, BT LAZE AU A MR 2

T, H-SECS Byl ] EATE S A I8 R0 A fR T4 LRt I

PLEBLET , SE B fETT 45 1E SECS Wi A1 LKH PS5 IT 49

Z B IR
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