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Abstract: Focused on the low efficiency of verifying data on the cloud servers, to ensure correct execution of user’s
commands and high-efficient validation, a method supporting homomorphic MAG, for arithmetic circuits on cloud environment
was provided. Precise search was obtained through the following ways) Firstly, a label generation algorithm was used to
represent a validation label with a polynomial. Secondly, a transformation algorithm was used to transform the validation label
to satisfy homomorphic form, meanwhile, homomorphic decryption was used reduce the dimensionality of the label. Finally, a
verification algorithm was used to verify the search™sesult. “Moreover, the scheme carries out infinite multiplicative
homomorphism without increasing the size of verificapion labels, and is efficient. The drawback of the scheme is that the
computational complexity increases with the increase of the input bits of enhancement circuit.
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Fig. 1 Enhanced verification circuit schematic diagram
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Homomorphic decryption B.IEFNENM T RIE AL, TG
RIT R R

AR SR/ DB K EEORIE T RSRIEMEE, A3
F R L B8 PO A T LA s B 25 T K 8, P BB 1 TR T
AR AL 6 FR 2 TSR A B A SURIOTT R P R B B o
WA ST HRRH y(%) = 0, +a,(%)" +
a; (%, )3 My(x,) =b + bz(x2)2 + bs(x2)3 JHPREE (a0,
ay) (b ,by,by) 77N BRHIA AR AT E X P2
Wi AR R A URE 712 FI A R 4518

TP ¢ LB 5T ¢ L0 o i R F ABLE — 4> 2
WET

a& aZ al
b& b2 bl
aSbl azbl albl
a,b, a,b, ab,
aSbK aZbR albf€

a,b+(ab,+ab)+ab+a,b,+ab)+(a,b+ab,)+ab,
s NECRN 3 B INAR 2 2 NSO, B AR O TH
AP —MREEmE R 2 RN E T
a

3 az a]

b, b, b,

¢, c, [
a,+b,+c, a,+b,+c¢, a,+b +c,

abta,c+be, abrac,+b,e, abtac+bic,
B4 1 BB FX A 4T log, 0 AN BRI
ﬁ,ﬁﬂj,ﬁzﬂgykﬁﬂg 21053/23 = tlog3/22 = t1.710
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A ¢« CLEAE M -
HEfL:
da; a, ay
b, b, b,
a,b,+a,a,b,+b,a,b, ab,

a+b,+a,b,+a,a,b,+b,a.b, a,+b,+ab, a+b,
AT RAEHE S i A R BR SN ¢
X EFTR T A ¢ AR ER 26T = 2677
S A B AT, T RIS IE R B R AR N
27 = 207 RIS RIERIE p = (v, ey Ys,)

HETIE) OC | £1) M ZTARIEIRE 3 v’ HETE] O(d) o

AT RIERBER B B IAT T B &, (5152 B m Bk
DUR B M R, Wik B R & S H M B Y, EH R
ASWIER H L3R8T T RS AR

Catalano %' Z FI/M R RS R BRI T M ETE
AR RAFREVIETT R, T HHR R S R %K)
EARE RUEAR R/ BRI R/ DA R R B ST LA
B UEAI ] 7T 5 SCRRL6,8, 13T AT He ke, BRI H AL S R
mFE 1 Fim.

F1 EBARS|EM

Tab. 1 Index of keywords

e BiE _— REXRLE

R HEE e BHAE i
GW13!6] Vo 0(A) R IR x
CF132[8 x 0(d)  WEN 4K A4

stalano (s REER d BREHR(D +d)

Catalano Jr5 gy gy OCR) fe g X
AR X 0(d) AT 7% AL R vV

IR L TR AT RARHSCER[6,8,13 ], el T
BRI, BIAEE CW13 FR, AFRTUIHL LR
HEERER . ARZARREEAFTBSE, ML CF132 JF
R ATTRIE B BEEEHAT AL, 7T AT R E VB AR
Bt FEAR R BE TR T R B B A S PR A T A

5 #iE

AR FASHE TR HERSAETRP . MET =
WE TR TEHABNRSIETR. B3 ARSHEEIT
%R LUAEX SR E RTINS E, - RE T =
BHAERRBCR SR T AP e et B THRPE
AT IR B UE W B B TR BE B 7E Permitted Function 485
L MTCERE TR A ERTNE. # PR ITERRE Y
REB NEFRZNE, NI ERRE R BN LA IR
T ERSEHENET R,
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