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Abstract: Aiming at the problem of advanced persistent thteals“in power information networks, a hybrid Convolutional
Neural Network ( CNN) and Recurrent Neural Network (RNN)\intrusion detection model was proposed, by which current
network states were classified according to various statisti€al characteristics of network traffic. Firstly, pre-processing works
such as feature encoding and normalization weré.performed on the network traffic obtained from log files. Secondly, spatial
correlation features between different hosts’ intrusion traffic were extracted by using deformable convolution kernels in CNN.
Finally, the processed data containing spatial correlation features were staggered in time, and the temporal correlation features
of the intrusion traffic were mined by RNN. The experimental results showed that the Area Under Curve (AUC) of the model
was increased by 7.5% to 14.0% compared to traditional machine learning models, and the false positive rate was reduced by
83.7% 1o 52.7% . It indicates that the proposed model can accurately identify the type of network traffic and significantly
reduce the false positive rate.
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