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Time series anomaly detection method based on autoencoder and HMM

HUO Weigang, WANG Huifang
(School of Computer Science and Technology,  Civil Aviation University of China, Tianjin 300300, China)

Abstract: To solve the issue that the existing symbolic methods of anomaly detection based on Hidden Markov Model
(HMM) cannot well represent the original time series, an Autoencoder and HMM-based Anomaly Detection (AHMM-AD)
method was proposed. Firstly, the time series samples were segmented by sliding window, and several time series segmented
sample sets were formed according to the positions of the segmentations, and the autoencoder of each segmentation was
trained by the segmented sample set of different positions on the normal time series. Then, the low-dimensional feature
representation of each segmented time series sample was obtained by using the autoencoder, and through K-means clustering
of low-dimensional feature representation vector sets, the symbolization of time series sample sets was realized. Finally, the
HMM was generated based on the symbol sequence set of the normal time series, and the abnormal detection was carried out
according to the output probability values of the test samples on the established HMM. The experimental results on multiple
common benchmark datasets show that AHMM-AD improves the accuracy, recall rate, and F1 value by 0. 172, 0.477 and
0. 313 respectively compared to those of the HMM-based time series anomaly detection model, and has 0. 108, 0. 450 and
0. 319 increasement in these three aspects respectively compared with the autoencoder-based time series anomaly detection
model. The experimental results illustrate that AHMM-AD method can extract the nonlinear features in time series, solve the
problem that the time series cannot be well represented during the symbolization process of existing HMM-based time series
modeling, and also improve the performance of time series anomaly detection.
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Fig. 1  Flowchart of the time series anomaly

detection method in this paper
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Tab. 2 Setting of experimental parameters

Fig. 3 Experimental diagram of K value of HMM-based

anomaly detection method determined by elbow method

LAEIIE S HAR G R B P9 EI(KE)  HMMIRS %L
Yahoo 23 8 5
Power demand 26 5 3
Respiration 21 7 5
NASA Flight 26 10 5
AReM 26 8 5
SMTP 21 8 5

3500
30001 o
# 2500 .
& 2000 ‘.
=
T 1500 ..
#1000 Treell,
Cree.,
500 teeeaa,
0 5 10 15 20 25 30
K

P4 T B af e AR SO B I K (9250

FIG. 4 Experimental diagram of K value of the method in this

paper determined by elbow method
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Tab. 3  Experimental results of univariate and multivariate time series

‘ e i HMM-AD AE-AD AHMM-AD
T35 LSEE Precision Recall F1 Precision Recall F1 Precision Recall F1

Yahoo 0.231 0.150  0.182 0. 506 0.233  0.315 0.750 0.540  0.630
BRI 8] P41 Respiration 0.317 0.146  0.185 0.257 0.182  0.206 0. 490 0.682  0.569
Power Demand 0.294 0.220  0.253 0.355 0.183  0.239 0. 679 0.554  0.581
NASA Flight 0.170 0.430  0.265 0.160 0.500  0.250 0.275 0.916  0.423
25 i) ] 7 471 AReM 1. 000 0.330  0.463 1. 000 0.125  0.220 0. 607 0.700  0.636
SMTP 0.165 0.445  0.239 0.275 0.360  0.248 0. 400 0.890  0.552
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