Journal of Computer Applications

AL A, 2020, 40(7) : 1996 — 2002

ISSN 1001-9081
CODEN JYIIDU

2020-07-10
http://www. joca. ¢n

B 1001-9081(2020)07-1996-07

DOI:10. 11772/j. issn. 1001-9081. 2019111915

MR E R AE %S S K-means BZEFI MK NS G E

B
(TRMI R (5 BALE B S F 0, TR IR M 215006)
(= WAFVEH B T HRAT wanglei01005@163. com)

M OE. @8 B0 A0 MEIRE B EANEAN T ERIRE D AW R RAK, LA R AR o e T R
VAR BT G S R, B SRt — A 2 A B Bk 4R B M 2 ) A K-means BR 2K 69 B SN AZ A8 ] (IRSAR-KCANID) 7 % .
HRIR TR B 24 1) 3 B S AT TRAL 2L ARAL S 69 NAZ A A AR R R B K-means R & Hk AR A
1336 B BAA, 5F 5% P 26 B FEREAT O 3 5 ARG ARIE A T A FEAAL 09 P HLIE AR 2 M MPT S #509 AR AR IR R 45 A2 £ TR
FoR REATS A IE R IR Y B oA, TR F MANAZ 6 Himl , F I 25 R AW AF AR AL TR U5 69 e & 4%
A K IR v A AR EARIE R K TR AR LR AT 4R T, DA AR AR i A2 0 B Je  OF 44 AR i ]

S GRIR] W) &S A R SRR JE B M 4G 1) At K-means B2 R AR R AT A AE R BER B

hE 5SS TP391 X ERFRERS : A

Network intrusion detection method based on improved rough set attribute reduction

and K-means clustering

WANG Lei"
(Center of Information Development and Management, Soochow University, Suzhou @15006, China)

Abstract: Under increasingly complex network environment, traditional intrigion gle®ection methods have high false

alarm rate, low detection efficiency and the contradiction between accuracy®
Therefore, an Improved Rough Set Attribute Reduction and optimiz
Detection (IRSAR-KCANID) was proposed. Firstly, the iatas
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after feature optimization clustery
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Fig. 4 Performance analysis of IRSAR-KCANID prediction
accuracy under typical divergence correlation threshold on KDD-99

dataset
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Fig. 5 Performance analysis of IRSAR-KCANID prediction
accuracy under typical divergence correlation threshold on

CICIDS2017 dataset

TEANFIBRIE T B9 A [F) 37 55 SRR SR S 36 v, 0 s ] 52
ZRBEHEAT TSR, 4 5 vk SR AE SR N IE 6 TR

Nl

[z

~ = = I

12+ = 2 2 8
nw © © X

2o =
e

Nel
T

SER I Ta)/s
>

NEEENGEENEEN
ccBIf
6 FENIFIY MRIAE S T IRSAR-KCANID A A FHAG I 52 1,
i)
Fig. 6 Intrusion detection completion time of IRSAR-KCANID

under different typical correlation thresholds
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Tab. 2 Comparison of intrusion detection completion time complexity

with different attribute numbers unit:s

STSM DSSVM IRSAR-KCANID
Jm
" CICIDS CICIDS
i KDD-99 KDD-99 KDD-99 CICIDS2017
2017 201

70 0.075 0.077 0.035 0.033 0.032 0.033

90 0.115 0.125 0.095 0.094 0.063 0. 060
110 0.223  0.222  0.124 0.125 0.201 0.211
130 0.312  0.322 0.272 0.271  0.302 0.312
150 0.496 0.486 0.398 0.390 0.365 0.364
170 0.589 0.599 0.588 0.590 0.387 0. 386
190 0.799 0.789 0.779 0.778  0.421 0.423
210 0.824 0.833 0.764 0.774 0.432 0.435
230 0.942 0.943 0.892 0.893 0.535 0.535
250 0.945 0.943 0.935 0.933 0.324 0. 329
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