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Web page blacklist discrimination method based on attention mechanism and
ensemble learning

ZHOU Chaoran, ZHAO Jianping', MA Tai, ZHOU Xin
(School of Computer Science and Technology, Changchun University of Science and Technology, Changchun Jilin 130022, China)

Abstract: As one of the main Internet applications, search engine can retrieve and return effective information from
Internet resources according to user needs. However, the obtained returned list often contains noisy information such as
advertisements and invalid Web pages, which interfere the user’s search and query. Aiming at the complex structural
features and rich semantic information of Web pages, a Web page blacklist discrimination method based on attention
mechanism and ensemble learning was proposed. And, by using this method, an Ensemble learning and Attention
mechanism-based Convolutional Neural Network (EACNN) model was built to filter useless Web pages. First, according to
different categories of HTML tag data on Web pages, multiple Convolutional Neural Network (CNN) base learners based on
attention mechanism were established. Second, an ensemble learning method based on Web page structural features was
used to perform different weight computation to the output results of different base learners to realize the construction of
EACNN. Finally, the output result of EACNN was used as the analysis result of Web page content to realize the
discrimination of Web page blacklist. The proposed method focuses on the semantic information of Web pages through
attention mechanism, and introduces the structural features of Web pages through ensemble learning. Experimental results
show that, compared with baseline models such as Support Vector Machine (SVM) , K-Nearest Neighbor (KNN), CNN,
Long Short-Term Memory (LSTM) network, Gate Recurrent Unit (GRU) and Attention-based CNN (ACNN), EACNN has
the highest accuracy (0.97), recall (0.95) and F, score (0. 96) on the geographic information field-oriented discrimination
dataset constructed. It verifies the advantages of EACNN in the task of discriminating Web page blacklist.
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mechanism; ensemble learning; deep learning
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Tags2 93.74 93.88 96. 39 94.99
Tags3 90. 89 88.78 97. 87 92.97
Tags4 89. 64 88. 04 96.73 92.02
Tags5 90. 66 88. 89 97. 61 92.92
All Text 91. 80 97.95 90. 19 93.77
EACNN 96. 90 96.23 94. 96 95.58

28 5 AT LLE Y, J T 00 BT 25 P R AIE ) 48 J o 20 S AR 3
ez ) IR S, B W S ) Accuracy I Precision Fl F {H
Recall /IMIE N [, 3 U W R FH AR 52 442 1 9 75 =X, 9 DT PR 44 1R
FIRCR 4, T LAUER , B P DU F R IR S 5 LA
FERY 1 25 )7 T SCRFRAF B T4 T o ALl Text 24 2 i 72 M 5T
HTML 2 3CAYIZRAY ACNN % 45

FI 5 55 Tags3 Tags4 Tags5 H: 2] 284 H , EACNN
] Recal| B A R . X4 R Accuracy HN Recall HAHFE W, £
IR > SR Sy BIARDIRZS T 38 SR WA 2 2 S A, (B SEBR A
2R B A T 27 B SR MR R i, T RR A 5 i oK A
RN N L E N Y e b A e
TR RS R T LS R L 3 — R B R VERS 1 )y =X, R
AR — IR A R AN, T F AT UEW] TR AL
A REMS IR T BRI R AR ERE . IO, AR SCR BUIE T Tags1 #I
Tags2 HiHie i) 32 2] BRI FE PR PR BE AL T LA SE % 2] 2%, X 1B
9 8 s AR G A R B B U ML T 06 T Web DUTNRF AR
M5 R, HIL BRI A K R, 5 THRBURFE B W (5
Bb o g a5 R B AT W SR 2 AR B EACNN 45 A
AN AR L T B — =2 ST 8%, U R 4R i 2] ik AE T
P BT AR 1 ] )Xo ) B 284 B 5311 AR A

4 4iE
RSP — R T T R AL A B > 1 0 S 4 B

B o AR 9 5T HTMIL AR 25 26 I 224 1) T S 4%
AR EEE > f o 2y o) 45 R AR 6] i 3Rk AR BT B4
TR 228 0 28 AT PRS2, 283 Sigmoid BREHEAT — 00 S
o ORGSR BT DUAS R AR I 4R B2 > D B b 2 2] 1
VA AT A AR, T 1 | I G 35 A AR AR 1 i 2 B 1 25
R, SPGB o Sl BT REAS IR S A A
TR L S5 38 VAR SR M R 552 56 2 R WL B8 A 7 TR A 1
il SEEZALRI, A A ) EACNN AUV RE A R AR 1
AE BT HA LAY IR T 51 KL T G SE M R 1 4R
JAF 2T FIAE B AL RE A% S L b 2 B9 DT 45 4 SRR
e 00 A B ) R RAOCR B A T 1 R A v A LR
POERBE AR TTRR o AR FRATTITR T R I 0 £ 432 TAE Y WF
G, A A R EE B, S92 3T 1] ELIR 19 5 500 b I, 3k
BB T I (5 BAGR A RCR R BT 3117
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