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Formal model for cryptographic protocols based on problem-solving theory

ZHAO Yu, WANG Ya-di, HAN Ji-hong, FAN Yu-dan, ZHAO Qi
(Institute of Electronic Technology, Information Engineering University, Zhengzhou Henan 450004, China)

Abstract: This paper proposed a problem-solving theory based formal model, introduced the basic syntax and p-calculus
based semantics of the model, and presented some pivotal concepts and propositions in the deduction of the model. The model
has some properties as follows: can give accurate formal specifications for cryptographic protocols; has provable semantics
which is reasonable and sound; can define the security properties precisely and reasonably; is easy to realize automatic
deductions. All of those aforementioned make sure that the security analysis of cryptographic protocols based on this model is
reasonable and efficient, and provide a dependable basis for analyzing the security of cryptographic protocols correctly.
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Stepl A—B: {A,N,} u

Step2 B—A: {N,,Np}

Step3 A—B: {Np} s
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Term ::= AtomTerm | CompoundTerm

AtomTerm ::= Var| Num| PName| Key| Nonce
Var :i=al bl El il rl ml nl x| yl 21 -
Num ::= 011121 -
PName ::= Al Bl C| S| T| Il Varl ---
Key ::= symK| pubK| privK| ---
Nonce ::= N1 Varl ---

CompoundTerm ::= {Term}y, | [Term(,Term)"] |
Hash( Term)

Fact ::= Await( PName ,PName ,Knowledge ,Stepid,
Sessionid) | Send( PName ,PName ,Term,
Stepid ,Sessionid) | Receive( PName ,PName,
Term ,Stepid ,Sessionid) | Shared( Term ,PSet) |
Inverse( Key ,Key) | Intrude(Term) |
Begin( PName ,PName ,Authid( ,Term) ") |
End(PName ,PName ,Authid( ,Term)*) |

Not Fact
Knowledge ::= {Term( ,Term) " |
Stepid ::= Num
Sessionid ::= Num
PSet ::= {Name( ,Name) * }
Authid ::= auth, | auth, | ---
State ::= {} | {Fact( ,Fact) "}
p — Rule ::= PreCond ( PostCond
PreCond ::= {} | {Fact( ,Fact)”}
PostCond ::= {} | {Fact( ,Fact) "}
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InitStatesp = {s,| s, = {Await(A,A,{A,B,pubK, ,privK, ,
pubKy,!} ,0,1) ,Await(A,B, {B,A,pubK,,privK, ,pubK,} ,1,
1) ,Await(A,A, {A,C,pubK,,privK, ,pubK.} ,0,2) ,Await(A,
C, {C,A,pubK, ,privK, ,pubK, | ,1,2) ,Inverse( pubK, ,privK,) ,
Inverse(pubK, ,privKy) ,Inverse( pubK, ,privK;) | ,
Hp, 352 Await(A,A, {A,B,pubK, ,privK, ,pubK,} ,0,1)
5 Await(A,A, {A,C, pubK,, privK, ,pubK.} ,0,2) 43BN
FER AT ATE 1 MPNSTE 2 P E R EE A6,
HAGAIR P a8 51 SRR TR SRR A
B AR LA 7 B A5 ; K Await(A,B, {BA,
pubKy ,privKy ,pubK, } ,1,1) 5 Await(A,C, {C,A,pubK,,
privK, pubK, | ,1,2) W 435 3R7R E4K BRI F 4K CER MY
S B PSR N AR 6 5 5 1R Tnverse TV T 75 B
WP AR AREXT .
2) MEFNMELE S ActionsSetp
PR EL AP R BIFER A — B p BSR4 8 3 o 7E T
TE AR R, T 1R p EE MW B HHRAE S AR EH HFIA
T Spi A FETRIE LS (on) , F TR BEPLECR A4
B IERE T IR AR 2TE S MRS N B A N BT g .
(1) XF L FRE—$.
Rule, = {Await(i,i,{i,r,pubK;,privK; ,pubK.} ,0,sid) |
— (wn;) {Await(r,i,{i,r,n; ,pubK; ,privK;,
pubK,},2,sid) ,Send(i,r, {[i,n,]},ux,1),
Begin(i,r,auth_n,,n;) |
KW EREE MBI ENE - REHEB [,
]} e o FL ;R AR @ PEAE BT BE S, Begin (i, 7, auth_n,,
n) TR ERRET —KS EE r MHETE.
Rule, = {Await(i,r, {r,i,pubK, ,privK ,pubK,} ,1,sid),
Send(i,r, {[i,n,]} > 1)} — {Awair(i,r, {r,

i,pubK_,privK_ ,pubK;} ,1,sid) ,Receive(r,i,
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TrathimpE - BWCRBREE i WE R ([
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(2) X F UL .

Rule, = {Await(i,r, {r,i,pubK, ,privK, ,pubK;} ,1,sid),
Receive(r,i,{[i,n;]},ux,1) ,Jnverse(pubK,,
privK.) | — (vn,) { Await(i,r,{r,i,n, ,n; ,pubK,,
privK_ ,pubK;} ,3,sid) ,Send(r,i,{[n,,

n, 1} ki »2) ,Begin(r,i,auth_n, ,n.) ,
Inverse( pubK, ,privK.) |
Fon ER r FERER B 1K IERSE  REE B IR
B A RS n, SR IE A R — NS, , 0K n, Fln, —iE
PIERA [non, 1 e BB R R IRSE TR 0o
Rule, = {Await(r,i, {i,r,n;,pubK,, privK,,pubK },2,
sid) ,Send(r,i, {[n;,n, ]} ue,2) 1 —
{Await(r,i,
sid) ,Receive(i,r,{ [n;,n, 1} ux,2) |
Fon Bk Ok B M ER A [nin, 1 ko
(3) X F UL HEE =2, B Step3.:

Rule; = {Await(r,i,

{ i9r’ni ’pubKi ’privKi ’puer } 92 ’

{i,r,n;,pubK; ,privK; ,pubK } ,2,
sid) ,Receive(i,r,{ [n;,n, 1} 4x,2),
Inverse( pubK, ,privK,) | — {Await(r,i, {i,r,
n,,n; ,pubK; ,privK; ,pubK_ } ,4,sid) ,Send(i,r,
{n,} i »3) ,End(r,i,auth_n,,n,) ,
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sid) ,Send(i,r, {n.} 45 ,3)} — {Awair(i,r, {r,
i,n,,n;,pubK ,privK_,pubK;} ,3,sid) ,Receive(r,
iy i, e 53)
FonEE r BBCRB EER  ER 0, uxo
Rule, = {Await(i,r, {r,i,n,,n;,pubK, ,privK, ,pubK;} 3,
sid) ,Receive(r,i, {n} . ,3) ,Inverse(pubK,,
privk )} — {Await(i,r, {r,i,n,,n,,pubK,,
privK_ ,pubK;} ,5,sid) ,End(i,r,auth_n;,n,),
Inverse( pubK, ,privK.) |
FREM r Rk B R ER n, | 5 R
TR, I BN AR, R RTE .
gL, VSR B B S VESE & ActionsSet = {Rule,
Rule, ,Rule, ,Rule, ,Rules ,Rule, ,Rule, | ,
L4 WEHERHR
RN B F BR84S F Needham — Schroeder 2%
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1) MBBGEEVIIRIRESES MitStates,
Bt B EAE— B 20 IR 25 AT DA o s 3 7R 1 A 22 BT 4
A BRI TRER 0 A A B BGHAT A i, 38 B AE PR
Winisfyit, Wit E A AR P EEIEE B BN S
RFIARIN GBS L AHE
Hi, iTLAL BEEE MR IR SES
InitStates, = {s," | s," = {Intrude(I) ,Intrude(pubk;),
Intrude(privK,) ,Intrude(A) ,Intrude(B) ,
Intrude(C) ,Intrude(pubK,) ,

Intrude(pubKy) ,Intrude(pubK,) | |
Hep I Rt B 50 hR iR pubK, R BGE# A T %
s privk, ABGEEFAE BH,
2) WEKTENERE ActionsSet,
W2k gt RT 25 S B I BO R B — E TR RE
7 EFEERHEE HEHE FEREE ERE RS B AR
R,
Rule,’ = {Send(a,b,m,stepid)} — {Send(a,b,m,
stepid) ,Intrude(m) |
FRHGEE W AR R PP RITER
Rule,’ = {Send(a,b,m,stepid) | — {Intrude(m) |
RN AT AR M 2 P TE B
Rule,’ = {Intrude(m) ,Intrude(k)} — {Intrude(m) ,
Intrude(k) ,Intrude( {m},) |
FARBGEETECHHEE m FEH kBT, W LA
MEHE R {mb o
Rule,” = [{Intrude(m,) ,Intrude(m,) ,--,Intrude(m,)}
— {Intrude([m, ,m,,-++,m,]) ,Intrude(m,) ,
Intrude(m,) ,++ ,Intrude(m,) |
FRRBGEEECHHEE my smy - m, WFLT, W LU
EERHERLm, ,my, e m, ],
Rule;’ = {Intrude( {m},) ,Intrude(k)} — {Intrude(m) ,
Intrude( {m},) ,Intrude(k) }
FRYHEECHER (m}, A b BWHERLT , 7T LU#
AR B, m, BAL BN 77 S X FR N2
Ruley’ = {Intrude( {m},) ,Intrude(k’) ,Inverse(k k') } —
{ Intrude(m) ,Intrude( {m},) ,Intrude(k’) ,
Inverse(k,k') |
FoREH k 5EA P EINREER, NKEEECH
HR{m}, %A K WIEFLT, W LARERBHEE m, HAabH)
g 75 AR o
Rule,’ = {Intrude([m, ,m,,-,m,]) | — {Intrude([m,,
my,,-,m,]) Intrude(m,) ,Intrude(m,) -,
Intrude(m,) |
FRRLEHEECHHER [ m, ,my, - ,m, ] KIESRT, AT
X HYFG, RAER my amy o m
Rule,’ = {Intrude(m) ,Intrude(a) ,Intrude(bd)} —
{ Send(a,b,m,stepid) ,Intrude(m) ,Intrude(a) ,
Intrude(b) |
FRBHEECHER o FEK b ISIER m HERT,
AILURE o 6] b RIEHER m,
g PR R R TR E N SIMER S
ActionsSet, = {Rule,’ ,Rule,’ ,Rule,’,
Rule,’ ,Rules’ ,Rule’ ,Rule,’ ,Ruleg’}
L5 KB BiRER
A BARSE R Goals FEA TR MVGE TR AT
R B DT % 2 PR S AEA SR AR AL,
FEE LT PEE R 2R BARRES.
1) i R R BARRES
SecrecyViolation = {-:-,Intrude( Term) ,Not
Shared( Term,I) ,---}
PRSFIRI T RG T HA LRG89 5 2 H B
Term , HIHIR T MR RS B , W — AR EHRES,
2) FRIBBCGAEHER BiRRZES
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MEFBE BT B RE—-RE, RO EFFEXL End(a,
b,authid( ,Term) "), B # KA & 5 Z 0 X b B F 5%
Begin(a,b,authid( ,Term) * ) , Wi RAE R T PP A9 IATEPE
7E Lo

£+ %} Needham-Schroeder A4 MY, AT LA SE X RPN Z2 4>
B EARIRES :

AuthenticityViolation, = {---,End(A,B,auth_N,,N,) ,

Not Begin(A,B,auth_N,,N,),
eee }

FREM A ST EE B FINE;

AuthenticityViolation, = {--+,End(B,A,auth_Ng,Ny) ,

Not Begin(B,A,auth_Ng,Ng) ,
FR ER AT EAE B NI,

2 EAZEEX

R R RS R EEW R T RZGEE, B
N FIRE I & —1k
2.1 Rz A

EX3  HNRA X F—Br p BN Rule = PreCond
— PostCond TR 7S State, M B HHEBHREF 0, F15
®PreCond C State, Bl %t V fact € PreCond , 55 Ofact e State,
TFR p BEEIN Rule 7] LAR FHTIRES State,

5 p B HN Rule W] LR FTFARZS State, Witx—z &
S8 K [Rule] o (State) . M AR O B, 7] LA &8 K
[ Rule] (State) FH,0 H7E X 1 FRB| K BHE T4 Rule
NLT State J5 BT A T HPIRZSIE A State’ A

State’ = [ Rule] ¢ (State)

(State\@PreCond) U ®PostCond
{f 1 f e State N\ f ¢ OPreCond \/ f e
®PostCond}

fildn, %+ F _E SCF$E 2] # Needham — Schroeder 234A 333
HIFIEEIRES s LA UM BITESE T i) p WAL Rule, , FF7EE
MmBE T O = {A/i, B/r, pubK,/pubK;, privK,/privK;,
pubK,/privkK,, 1/sid, N,/n,, auth_N,/auth_n;}, {# &
pre(@Rule,) C s,,pre( ORule,) F/RNIKE ORule, B RN H]
4,8 p BEE N Rule, W] LARF FHIIRRES o0 ANRIC A B
FIBRES R s, , WA

s, = [Rule,;]4(s,)

{ Await(B,A, {A,B,N,,pubK, ,privK, ,pubK,} ,2,
1),Send(A,B,{[A,N,]},uxs,1) ,Begin(A,B,
auth_N, ,N,) ,Await(A,B,{B,A,pubK, ,privK,,
pubK,},1,1) ,Await(A,A, {A,C,pubK, ,privK, ,
pubK.},0,2) ,Await(A,C, {C,A,pubK,,

privK, ,pubK, } ,1,2) ,Inverse( pubK, ,privK, ) ,

Inverse( pubKy ,privKy) , Inverse(pubK, ,privK,) |

Foh, (BRI R AL B A BB TR A —,
@' ={A/i,C/r,pubK,/pubK;, privK,/privK; ,pubK /privK_ ,2/sid,
N,/n; ,auth_N,/auth_n;} 40] LA R 5544

EX 4 WA TR I = < InitStates,ActionsSet
Goals > REZ EFHHHE—REs e S, MRFEIEFIIR,,
R,,,R, € ActionsSet L\ X BHE T 0,,0,,-,0,,n >0, {f
Bos = [RJe(([R]e([R]ei(s0))) )80 €

InitStates , MFRARZS s FEALRY TT HH R AT RH, AMFF R, LR, ,
o R, MFR A s 2 s BIBRAZ

EX 4 nBAHE A E L3 PR 0 BRI E R R
ANEEEL, MFRIRES s ZERRRL 1T o2 n 2B ATIAHY

XS5 B XTTFHEE T = < InitStates ,ActionsSet
Goals > ,EHFERTS ¢ € Goals, H g TERR T R AR, U
FREEEY 11 A A , RENL F BRARFR AR

EX 6 fRZ[E): HEA 1T F TR MR RS RN
BAY T1 W23 1], 3T R Solutions,

LAY 1 AR, W54 B AR X N B 25 55 P U 76 8 I
i, RARBERAZ 2N, A R TN 22 n®
Ko
2.2 HMN&—

FN & — R A B AR P BT I 3 b — N B i
B, AT AR KA B B 3 AR 0 2 ek ZE R | &
—Z I, B SeXT AN 2 S =R,

EXT ARG E TR I HBIESE S ActionsSet
B p {EE N Rule = PreCond — PostCond D K ZBZEH F C
F AR FEENERE T 0,394 OPreCond U F' = O, H
@PostCond U F' 5% Q, W 3L MW Rule’ = PreCond U F' —
PostCond U F' 27 B XK, FRALN Rule’ HFLN Rule Ky &
FN, T F FR AL Rule’ HXT F AL Rule Hy3EH

WNSRAN Rule’ Ry LN Rule f3% B AN, T F' Ay A0
Rule’ 8%+ T30 Rule B3 &, 7R W]iC Rule’ = Rule + F',

A1 AR ERINERE A SR RN,

LN E F R E O B, Bk 1 T,

A2 AREME N Rule, RN Rule, FIHEEAN,
N Rule, EHLM Rule, F)3% BN, WL Rule, 2 #W
Rule; F)3EEIN

A3 EHN Rule, ZHN Rule, FHEEAN , BRI
Rule, AT AR, I FH—RZE s € S, I Rule, 7] AR FF
R s, IFH[Rule, ] (s) = [Rule,](s)o

WRAEE LT, BUEAE 2.3 BOLo

EX 8 HMNWAE—: Xt F MM Rule, = PreCond, —
PostCond, F13M| Rule, = PreCond, — PostCond, , W13 Rule,
TEAERE BN Rule, + F' ,{#18 PreCond, U F' 5 PreCond, T
A& —4k, B Unify( PostCond, U F', PreCond,) = O, NFK
Rule, 5 Rule, W] L#4T AN & —i2 8, i3 B )5 4 BT AN
®PreCond, U OF — @PostCond, ,it A Rule, - Rule,,

R R SR R B, MR & — J5 2 B 3T
MR A B

B0, 7EX} Needham — Schroeder A4 Wh AT IR p
HEEAN A, Rule, BAE RN Rule,. Hr:

Rule,’ = {Await(i,r, {r,i,pubK, ,privK, ,pubK;} ,1,sid) ,
Send(i,r,{[i,n;]} k> 1) ,Inverse( pubK,,
privK)) | — {Await(i,r,{r,i,pubK, ,privkK,,
pubK.} ,1,sid) ,Receive(r,i,{ [i,n;]} 1),
Inverse(pubK, ,privK.) |

A LA, Rule, IG5 Ruley BRI HTFFAHR]
Bl Unify(post(Rule,") ,pre( Rule;)) = 1, H 1 ,post(Rule,”)
IR Rule," WU JG 14 spre(Ruley) R Rule; HIRLMIFT{F;1
FRBAE B BN Rule, 5N Rules 7T LABEFT & —1kiz
BERN.

Rule, ; = Rule, o Rule; = {Await(i,r,{r,i,pubK, ,privK,,
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pubK;} ,1,sid) ,Send(i,r,{[i,n;]} 1),
Inwerse(pubK, ,privK.) } — (vn,) { Await(i,r,
{r,i,n,,n,,pubK_,privK, ,pubK;} ,3,sid) ,

Send(rai’ { [ni’nr] }pu,bKi,z) ’Begin(rai’
auth_n, ,n,) ,Inverse( pubK_ ,privK) |

—"r

7350, N Rule, 5 KN Rules W] LA#4T & — 4, AL
Ruleg 53N Rule, H17] LABEFT & —1Ko

EX—NFHER S, REHRBUT 2R H#ETY
7t

1) M4 ActionsSet LB I Rule , %5 R ¢ ActionsSet®
UKL Rule FRANFISE S ActionsSet” o SRIGHAT 2) ; &N,
HEEPAT 1),

2) XFTFEEA ActionsSer”™ AT EHN| Rule’ , 0N Rule’
SR Rule 7] LUHAT & —40, WPK-& — 105 A BUA T FL I 3
INE ActionsSet” 1, SRJFIRIE 1) YELEHHAT o

3) BRGEFE DA AT, &1k BT,

WIS A RS IF = < InitStates,ActionsSet” ,Goals
> H A InitStates F1 Goals SREE 11 = < InitStates,
ActionsSet ,Goals > Y 5E XAHR] ; T ActionsSer” K FiRkd" 7
HREREBRINNEEEFF O° 8 1T My R

EX9  fREN A O @' ¥ ET R BRI %
WP UEEY, R O B, 4 HAUY R ' F i, HmE
B Z [BIFF R TP IR X R R AR, U FR AR @ FIRERL @ 2
EEMH o

51221 4 #HN Rule 5 Rule’ FTLLHITE—4k, B&—1k
JEHE BRI A Rule o Rule’ , W AL Rule W] AN A FARZ s
€S, HHAUY Rule o Rule' W LAN A FRE s, FEA
[Rule’ | ([Rule](s)) = [Ruleo Rule’](s),

JIEBA .4 Rule = PreCond, — PostCond, ,Rule’ = PreCond,
— PostCond, ,Rule o Rule’ = OPreCond, U OF —
®PostCond, ,X./p , F' AN Rule RIFLNIEE ,© KHLN Rule
FIREN Rule’ #4578 — AL E B & — LB T

FeorHE A HN Rule o Rule’ W] LAN TR s, WK IR &€
X3, A A —NBEBRE T 0,615 0( @PreCond, U OF') e
s, NTii#th 6@PreCond, e s, BN Rule 7T LAN: TR 50

BN N Rule T LR FFORTS s, K A/ 3, 7]
HAN Rule + F' IRA] AN RS s, MFFEE BB T 07,18
18 6'(PreCond, U F') € 5.2 60" =60 -0, §"( ®PreCond,
U OF') =0'®"'@(PreCond, UF') =0'(PreCond, UF’') e
s, B Rule o Rule’ BT AR FARES 50

[F) R, H T

[Rule’ ] ([Rule](s)) = [Rule’]([Rule + F'](s))

= [Rule'] ( (State\@'(PreCond, U F')) U
0'(PostCond, U F'))

= (((State\@'(PreCond, U F')) U 0'(PreCond, U
F'))\@'PreCond,) U 0'PreCond,

= (((State\9'® '@ (PreCond, U F')) U
6'@7' @ (PostCond, U F'))\6'®@' @PreCond,) U
6'® ' @PostCond, )

= (((State\9'® '@ (PreCond, U F')) U
6'® ' ®@PostCond, )

= [Rule o Rule’](s)

[ GlE RN

A4 PHURERE T SHYRER 17 ZEENH0,
WRIERE LS FEX 9 B 1, BukAn 3 BSL o BALBEA
FRIE A i AN AR o

3 %

ASCEET RIER ISR T — R bR AL, I 45

& p WESH THEEMERE L BT SRR IES,

W E R BTN B S LB L, X P AT R R AE A

LR HATAEE I B TR AL B SRR R &R

£

SEH:

[1] BURROWS M, ABADI M, NEEDHAM RM. A Logic of Crypto-
graphic[ J]. ACM Transactions on Computer Systems, 1990, 8(1):
18 -36.

[2] RUSSELL S, NORVIG P. Artificial Intelligence ( A Modern Ap-
proach ( Second Edition) [ M]. Pearson Education Prentice Hall,
2003. 49 -146.

[3] AIELLOL C, MASSACCI F. Verifying Security Protocols as Plan-
ning in Logic Programming[ J]. ACM Transactions on Computational
Logic, 2001, 2(4): 542 -580.

[4] BLANCHET B. An Efficient Cryptographic Protocol Verifier Based
on Prolog Rules[ A]. In 14th IEEE Computer Security Foundations
Workshop( CSFW-14) [ C]. IEEE Computer Society, Los Alamitos,
CA, 2001.82 -96.

[5] SONG D. Athena: a New Efficient Automatic Checker for Security
Protocol Analysis| A]. In Proceedings of the 12th IEEE Computer
Security Foundations Workshop ( CSFW’99)[ C]. June 1999. 192 -
202.

[6] CLARKE EM, JHA S, MARRERO W. Verifying Security Protocols
with Brutus[ J]. ACM Transactions on Software Engineering and
Methodology (TOSEM), 2000, 9(4): 443 —487.

[7] MEADOWS C. The NRL Protocol Analyzer: an Overview[J]. Jour-
nal of Logic Programming, 1996, 26(2): 113 -131.

[8] LOWE G. Casper: A Compiler for the Analysis of Security Protocols
[ A]. In Proceedings of the 1997 IEEE Computer Society Symposium
on Research in Security and Privacy[ C]. 1997.18 -30.

[9] STOLLER SD. A Reduction for Automated Verification of Authenti-
cation Protocols[ R]. Technical Report 520, Computer Science De-
partment, Indiana University, 1998.

[10] AlessandroArmando and Luca Compagna . SATMC : a SAT - based
Model Checker for security protocols| A]. In Proceedings of the 9th
European Conference on Logics in Artificial Intelligence ( JELIA
2004) [ C]. LNAI 3229, Lisbon, Portugal, Springer-Verlag. Sep-
tember 2004.

[11] LOWE G. A Hierarchy of Authentication Specifications[ A]. In Pro-
ceedings of the 10th Computer Security Foundations Workshop
(CSFW™97)[ C]. Rockport, Massachusetts, June 1997.

[12] ZEPOG, M. XL TR M4 222 RO SRR i 2 BT[] -
AR, 2005, 28(7): 1071 —1083.

[13] DOLEV D, YAO AC. On the Security of Public-Key Protocols[ J].
IEEE Transactions on Information Theory, 1983, 2(29): 198 -
208.

[14] ABADI M, GORDON A. A Calculus for Cryptographic Protocols:
The Spi Calculus [ R]. Technical Report 149, SRC, Palo Alto,
California, 1998.

[15] CIRSTEA H, KIRCHNER C. The Rewriting Calculus[J]. L. J. of
the IGPL, Oxford University Press, 2001, 9(3): 339 -375.



