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Optimum algorithm of S-boxes based on fast convergence speed genetic algorithm
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Abstract: The optimization of S-boxes based on genetic algorithm was discussed, and the heuristic mutation strategy was

used in this algorithm. Results of the experiments indicate that the mutation operation has high searching efficiency and fast

convergence speed. Meanwhile, the selection strategy of preserving the best individuals can reduce the calculation time

greatly. Based on the method, an effective genetic algorithm for 6 x 6 S-boxes was provided and a number of S-boxes with high

nonlinearity and low difference uniformity were obtained.
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void crossover (int a, int b)
{ BEPLEREr, 0 <r < mn;
Child[r...r+1-1] =Parent[ a][r...T+1-1];
for(i=0,j=0; i<r; j++)
if (Parent[b] [ j] %A 7E Child H B )
{ Child[i] =Parent[b][j];
1++;
}
for(i=r+16; i <BOX_SIZE; j ++)
if (Parent[b] [ j] %A 7E Child H B )
{ Child[i] =Parent [b][j];
1++;
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void mutation( int a)
{ BEMLERE 11, 12, 01l #R2<n;
nl =abs( hwt( Child [ a][ 1]~ Child [a][2 -1]) -n/2);
n2 = abs( hwt( Child [ a][ 2]~ Child [a][2 -1]) -n/2);
ml = abs( hwt( Child [a][r1]~ Child [a][12 +1]) - n/2);
m2 = abs( hwt( Child [ a][12]~ Child [a][12 +1]) -n/2);
if ((nl <=n2)&&(ml <=m2))
Child[ r1] ? Child[ 2]
}
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CreateSbox_GA( )
{ / * Create initial population by random selection from a given
folder; * /
opt =0;
while(opt < 24)
{i=0;

/ % generate crossover ratio randomly for each parent, select
the ones with lower ratio than pe, and store them in an
array temp_cross; * /

/ % pare-wise crossover all the parents in the array temp_
cross, the count of children is stored in a variable; * /

Getfit (k +N);

/ % k-the number of chidren; N-the number of parents * /

sortfit(k + N);

/ s select N better S-boxes according to the fitness value; * /

for(i=0; i<N;i++)

{ / # generate random variable cur_p * /
if ((cur_p < pm) &&(fval[i] > =24))
{ mutation(1); mutation(i); }
if ((cur_p < pm) &&(fval[ i] <24))
{ r=rand() %7 +5;
for(j=0; j<mj++)
mutation( i) ;
}
} / xforis/
/ % save the children as current population % /
getfit(N) ;
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/ % opt ? the lowest fitness value of a child among the N
children after crossover and Mutation; * /
} / * while opt * /
/ * output all the individuals; */
} / # CreateSbox_GA = /
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CreateShox_GA( )
{ / * Create initial population by random selection from a given
folder; * /
opt =0;
while( opt <24)
{ ...

for(i=0; i<N;i++)

{ / % generate random variable cur_p * /
if (( cur_p < pm)
{ k=rand() %10 +2;
for(j=0;j <k;j++)

mutation( 1) ;
} / #if cur_p * /
} / s forix/

} / % while opt * /
/ s output all the individuals; * /
} / * CreateSbox_GA * /
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CreateSbox_GA( )
{ / = Create initial population by random selection from a given
folder; * /
opt =0;
while( opt <24)
{ ... / % copy N’ better S-boxes to the next generation; * /
/ = select (N = N’) S-boxes from the remain S-boxes according
to a selection strategy; * /
/ * the mutation strategy is the same as the one described in
Algorithm 3 * /
} / * while opt * /
/ * output all the individuals; */
} / # CreateSbox_GA = /
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