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Reverse optimize technique based on speculation in reverse engineering
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Abstract: Speculative loads can reduce the latency associated with loads from memory. In order to make effective use of
the capabilities of such architecture, compilers profoundly restructure the low level code of programs, however, making it
potentially difficult to reconstruct the original program logic from an optimized executable. This complicates the task of software
systems that statically analyze or modify executable programs. A technique for removing speculative instructions from itanium

binary programs was described in a way that is guaranteed to preserve program semantics, thereby making the resulting

programs easier to understand and more amenable to re-engineering using traditional reverse engineering techniques.
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BO
P:=cmp.eq r2,#0
rl:=load.s [r2]
if p goto B2
B
BO
P:=cmp.eq 12,#0 r3:=add r1,r3
if p goto B2 chk.s r3,B3
B B3 \ Recovery code
rl:=load[r2] rl:=load[r2]
r3:=add r1,r3 r3:=add r1,r3
B2
rd:=add r3,r5 r4:=add r3,r5
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Ul A TREBAFE R X MRS, B XFI kT84 1,] N EEAMX
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HERYBEA TH) Chk(T) 50, & X 5K K14 T H
RIBEMBRAIRLES LA(]) :

Ld(]) = {11 I REBHIEA,J e Chk(I)}

BEETTLIN Chk 5,

2.1.2 FEHLIK
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AL EE,C REVKRIRSES, LT CBWE T m&H
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PATIER 7, X DEP,(7) RNIEE w5 LEXNIELSESR,
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EX2 BIBEAWBII(L,C) RERETRN, 2R
MAEBRIIAN 1,1, e LA T e C, 2R 1, F1J Z[8]
KRR Ty Fa I, M J Z BB BT Ty, ﬁE DePLl('ﬂ'l) =
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AT UKL S SRR &5 B 3h
IR m AT, RS REPMTRE. £
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B , 330K B A5 A L XK 2 AR AR R AR AT 3K T 3K 28R AT SR A 4K
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N A — AT BR B AR R N Ui e AR . BTl
A CHERTE B R AR R 48 45 8 AR P L AP Fr 8 I & 1 I
BEEMTHREEAFAEQ SN ESHH T A, B TE
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D = {stack,global ,GOT ,num}

HH:stack $5 1% 341k , global 48 £ )7, GOT 8 10 & /R % &K,
num RRBFH B2 RMBERR R aE 64 ARBHL
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£E5 U BRENSRIEFIE B EREARPEERE
B EMNEHREAHTERBREE S, Wt R AR EMFF
WHTE RSN EEN,

St LG s ry A, BREREATFE IR r bos, M,
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5 3 4 SR T UL AR B EBAHUR(L, C) BT
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(1) 7 R LHFEAIELF CHREIE S Z RIMERRE,
S = DEP,(w) Fm m b5 LHXIIES .

(2) XHEF—MEVEAT e LK 1A CHEEKREZ
[E]EI3E % S0

(3) XE—MEK T e C RS ST JHEARTT
o A ARAE S A MRS AR S S” BT EERE
RGP EAZI BRSNS Bz b5
BT ULRARTBEE N 2 FTR

Benk

R:=load s addr
/| ...speculative instructions-++

Pass path /l’ chk.s 7', Brec

7/
______
4
! Braittiru Brec

...Recovery code...

+
...fall-through code...

Fail path

...Fall-through code...

B2 RATUUERBELSH

54 5 RIERA T U= A AR R BERSFM LL LA
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A T pass = B, — Bﬁ.mhm - Bmcrge , INSRBHLEEA LY, W& E
NAT i, PATH B R M R &S W E RS 7y = By, — B, —
ergeo

BALEBRIIE R RPITE R, 5 5, RS 1E 2
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(1) [BER%EN] PITHER 7., MR 7 REME, X
B EFESMAFHAL x,« 7 B, WA A WEZT 7, &
% T fail %*EIEJB/‘JO

(2) [FRAZHN] WTE By FHEBHEAEAN AL
y,7E B, FEMNHIMN y B TR ER B AT S,

BRENRE LR IEIRR T RIEABRIEREA
B, AR S BHEAR AR T, W F AR EES
ANFFER r BYVEAFRRE T RESTBI. T HEEAKR
WIEIKE , FEE BT R EAIR L ZHl, FEEH T HEIEFM
Ik B, IRE RS THE BN FE 2R B ERFHRE

BHIEBRAR S T BB AN R I BR AR (1 A7 AR A T
FENE JEXA TR, HFTX AR A3 7 = BARSF - a0
RN R W EERE EREHR L A TR 2 i SRR
WHEITE 2, A BR A EA , BOEEXTZ AR A LIE BR
TAE o SXAFUE B BR AR 55 0 I AR 45 I SR 4t 7 R Zh 7 2R T B 42
FHEEHHAR B EREZBAR o, M EHFESRERS
BrE AR R P RAS , Ll R X L S B AF A% 1, r FE I B4R H 1Y
H5 R W A2 BB R] o 28 5 {5 P 2R il A e O B il B R

D AT A A AT IMEXRE 8 S5 A eS|
EEEREN TR, FH I IEH RSN R,

AR EMERAE S BAR SN R IE T AR K0l T
ERBEEIIR AL SERE PR IR AR5
XoF , K5 L -5 b THT 2 ) A i T 24 SRS JIE 7 o 28 A o 3 R
FHHERE

54 X PE— YRR, N ARYIERR R AR B
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sub 18 =18, 12;;

1d4.s r19 =[13]

cmp4. lt. unc p0, p15 =127, 130
(p15) br. cond. dpnt. many 40000000000098h0; ;
adds r18 =1, r19

shl r17 =119, 8; ;

shl r16 =118, 8

sxt4 15 =117

sxt4 r14 =116

shladd r11 =115, 2, 128;;

1d4 r10 =[r11]

shladd 19 =114, 2, 128

chk. s. i r19, 4000000000009a40
1d4 126 =[19];;

4000000000009a40: ( recovery code)
1d4 r19 =[13];;

adds r18 =1, r19

shl r17 =119, 8; ;

shl r16 =118, 8

sxt4 115 =117;;

shladd 19 =114, 2, 128

1d4 r10 =[r11]

br. many40000000000092a40; ;
TR G 1S

sub 18 =18, 12;;

cmp4. lt. unc p0, p15 =127, 130
(p15) br. cond. dpnt. many 40000000000098h0; ;
1d4 r19 =[13]

adds r18 =1, r19

shl r17 =119, 8; ;

shl r16 =118, 8

sxtd r15 =117;;

sxt4 r14 =116

shladd r11 =115, 2, 128;;

1d4 r10 =[r11]

shladd 19 =114, 2, 128

1d4 26 =[19];;

AR AR AR RS EIE RS IATS, Z R G2
T UQBT™ iy — st BIRHEZRTT & 19, SE %t TA-64 — i
RISEFSBIE, £ RS C R85, TATS B G A Z 3§ 3C
1, 233 8 A RS NG LS A SR — R P RIRR , X —
[EFRSILRABERSEN , N T HER B, T
HTRBEAFMA, £ RS VLA TR B A TR SRS
FHEFRR, T —FRABEE C REBMES BARBE
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PATET R IR T AT . B— 3 HE1T 5 R, B time
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