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Anti-trash E-mail system based on artificial immunity model

ZHOU Nian-nian, RAN Shu-yang, ZENG Jian-yu, ZHONG Xiang
(College of Computer Science, Sichuan University, Chengdu Sichuan 610064, China)

Abstract: An artificial immune system studied the principle and some fine features of a biological immune system. The
idea of immunology was adopted to build an anti-trash E-mail model. All kinds of illegal E-mail and trash E-mail would be
considered as viruses invading the system in this model, and to be recognized and eliminated automatically according to the
mechanism of eliminating viruses by organism. The design idea and the key techniques of the model were discussed
intensively. Its practicability was proved by experiments.
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Classify(f, ¢, I, D) ={
. e E 1%, otherwise

B R AT RE ST A TS IRE IR B E S IR T E,
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(I € S N\ match(f, e, 1, D) = &M —)¢*
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typedef struct

{
RS T VIS &
define APPETENCY 0.7
// —— B Mail $2 2 518 8| W R-AE 4> F B —-
int numOfCells;
/7 == 1B, B URRR R B, B T4 F B0k E—4
B -~
int critical = numOfCells * APPETENCY;
7/ == — MR, 1810 BT 1 Mail $23RH RHIE 2 F iBER
Cell * head;
7/ —— AEREEE BRI, 0 REIE Ak, k0 REA K
int status;
/7 == BRI A BRI ARAE 3 F 50 J02RKT 360 7 BB 4%
PP | IS
int numOfDetected;
) Mail; (3)
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typedef struct

{
// == R BRRE S T 1) Mail - -

Mail * matrix;

// == Hg 1 [A]— Mail =4 1R F —MFIESF - -

Cell * next;

7/ -— FHEFRrE -

char * string;

// == IEWRIESFEBUREAR R, 0 R, 4k 0 RRIEH
¥

int status;

} Cell; (4)
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typedef struct

{

7/ == AR AR, EHE T ISR 72 20 L i 1 B R

BB PI R4

define MATCHRATE 0.7

int life; /) —— Bk Y -
char [] identifyString; /) —— FRAEERR S -
7/ == v L VCEEAR I AL R, B R — AR R A ER I B

AR B A - -

// == length(string) F/R—MFHFRRIKE -~
int 1 = length( identifyString) * MATCHRATE;

7/ —= HRBURMEE -~

int numOfCapure;

/7 == TARGUA BT & T 10 WS R 2 Bl B A A I 1 R 44 O 5
g --
int numOfSeccess;

} Antibody; (5)

VUR ST B RIE 745 8 B T TR, 5F H &
—VURLAREGIRA —E WERM PR, FEEENE, R
RSB RALETUA - PURBIARAE 7> T X —HLBE b, AR A W
e LI R e 48 o 4R R R B TR, BRI K 7 T R
B—TEARITIE,
X FHUAS TR TS, BIIR 5], B AT1R A Forrest $2 i}
() r ESLATICRRALI B3 T 2 RO AE A B AT IR IR, A
M EGUATIYUR E B R A S, g BB ZEWM. BIXT



2564

AR A

2005 4

—MHESTF Cell, IR B/ DFAEESE r ALARR, AR A BATH
FEDCHECH , BRI S . 3R (6) & X T F4F8 b3t v BiR%],
match(b, v, r) =
1,if 3idj,x, e b Ny, evAx, =y, N
{ k=i, jANj-i=rNi,jrkeN (6)
0, otherwise
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evolute( Antibody) =

—RE

Antibody. numOfSuccess) = EVOLUTERATE) (7)

0, otherwise
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B —— RN B8 A R D R A B AE S

{1 , if (Antigody. numOfCapture/

BRES HTE
1) FIAK(S) ,#7—NEREIFZEHE AR —E 5K
BAE ARE SN FRE:
0, if 1, , #£ S HPFFTEICAD
Cls] ={cC,,[50] +C,[51], (8)

otherwise
Hp¥— M RKERr#Bs, Il sis (I-r+1),8X
C.[s] He, WARS BRES PERRILENAETHEE,

2) FIAR(9) , AR P AR A I 25 P BE AL H 4G
#x (BIEADR) -

P, = ch <k<Q = ch[sj (9)

BAMFBMERERER O -r)" - 27), HAEESR
BERHO(L-1)+N) +0((L-r1)+2") +0(L*Ng)o
2.5 wEEERE
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GeHr B LA R R Bh A TE e e B MO, ARSI I T
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for ( BAF H f) 45—} Mail)
begin
K5 — Cell List;
for (4g— Cell)
begin
if ( 3 Antobody A Antobody € M( match() =1)) then
/7 B S FC A LA BRI X A Cell, ERAT —ANILRC AL,
Iy %/
Cell. status =0 and Mail. status =0
/% % Cell LR, I EL BN Mail 3% * /
break
else
if ( 3 Antobody A Antobody € A( match() =1)) then
Cell. status =0;
Mail. numOfDected = MailbumOfDetected + 1;
end if
end if
end
if (Mail. status =0) then
/ % SR RAACAZ N MR B, BN R MR« /
R BE Mail 74 ) BT Cell. string B HC A8 S A Dt ik
K PE AND
AN Antibody. life = Antibody. life + 1
Continue;
/% GENT— SRR + /
else
if (Mail. numOfDected > = Mail. critical) then
/% WRBUEI RBUSBN AT BIME * /
Mail. status =0;
/ * [T LA AR PR, OFHL + /
FEFTA B Mail £ (T4 Cell. string IADTIASE R, IFH.
for( BIA R AT Antibody )
begin
Antibody. numOfCapture = Antibody. numOfCapture +1
Antibody. numOfSeccess = Antibody. numOfSeccess +1
If ( envolute( Antibody) =1) then
7/ # R R B SR A, LA S evolute() W(T7) */
2L Antibody IIAICIZANMISE A M, I E I H A E

else
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Antibody. life = Antibody. life + 1
Y
end if
end

else

/% QRGBT BB R BIE I BE «/
Mail. status =1;
/xR RIEH * /
for( WA & AR FI T4 Antibody )
begin
Antibody. life = Antibody. life — 1
/5 BB A AT (AR AT+ /

end
FE IR =2 1 BT AR BTARIRSI Cell A B i 32 5
&S
end if
end if

end
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T s i LRI DS E N R R T NT A U | 27
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1 T, ¥ ¥ MATCHRATE 9 WU X, 1 & B, X
MATCHRATE REfIRES 45 1R B @R ILF BT 0, (HREIRE E
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MATCHRATE
El4 JH% MATCHRATE ) {E R4 ) A bR ]

®1 RERARBEBSRAEUEAEIREER
FRONERAE  RAGDTA DI SEIREE  EIREE R

B B Bkt B(%) (%) FAH
3000 300 50 0 9.2 21:18
3000 400 50 0 9 25:02
3000 500 50 0 8.6 32:27
3000 600 50 0 7.5 42:05
3000 700 50 0 6 51:39
3000 500 75 0 8.4 31:51
3000 500 100 0.1 7.1 30:00
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