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BMP validation code based Web authorization system and its applications
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Abstract: A validation code based method which can enhance the security of web authorization system was introduced.

Validation code was based on bitmap and created at random, and the image identification was the key to enhance the security.

Web authorization system was applied to practice successfully in several projects, and it’ s also applicable in other

authorization systems for peer-to-peer communication.
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Randomize timer
validation_code = cint(8999 * Rnd + 1000)
Session( "SetCode") = validation_code
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Adosl. LoadFromFile( Server. mappath( "ve. body") )
fori=0to3
Adosl. Position = (9 — cint( mid( cstr( validation_code) , i +1,1)))
%320
Ados2. Position =1 * 320
Ados2. write Adosl. read(320)

next
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Adosl. LoadFromFile( Server. mappath( "ve. head") )
LenHead = lenb( Adosl. read())
Adosl. Position = lenb( Adosl. read())
fori=0to 9 step 1
forj=0to3
Ados2. Position =1 %32 +j %320
Adosl. Position = LenHead +30 s j +1 * 120
Adosl. write Ados2. read(30)
next

next
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Response. ContentType = "image/BMP"
Adosl. Position =0

Response. BinaryWrite Adosl. read()

Adosl. Close: set Adosl = nothing

Ados2. Close: set Ados2 = nothing
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username = trim( Request. Form( "username") )

password = md5( trim( Request. Form( "password") ) )

HRARNRAPEREBNEEEFRE A2 04/
hash [HUA R M6, F A P A B E 2 e, WA RF& AR IR
Fo BEPRMMAKELT S Session (" SetCode" ) # 47 tb
Xt EA—E MR AR R & — 2 WRE A P R E
AN Cookie {H

BFWT:

Set 1s = conn. execute( "select user, password, role from users where

user = "' &username&"“ and password = "' &password&")

if (1s. bof and rs. eof) or (int(request( " Validation_code")) < > int
(Session( "SetCode"))) thenResponse. Write " Jij J7 4 | 114> 8% 4
HEFS A IER! "
else
if rs( "password") = password then
Response. Cookies( "username") = username
Response. Cookies( "password") = password
Response. Cookies( "role") =rs( "role")
Response. Cookies( "login") ="Y"
session( "user") =username
Response. Redirect "user_welcome. asp"
else
Response. Write "relogin. asp"
end if
end if
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