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Design and implementation of intrusion detection system based on system-call

ZHANG Jun', SU Pu-rui’, FENG Deng-guo’
(1. Department of Electronic Engineering and Information Science,
University of Science and Technology of China, Hefei Anhui 230027, China;
2. Institute of Software, Chinese Academy of Sciences, Beijing 100049, China)

Abstract: The technology of Intrusion Detection is one of the important measures to protect the networks. Host-based

intrusion detection is used to protect the key hosts. A flexible loading intrusion detection based on system-call was introduced

in this paper. This system improved the common data collection method, and adopted virtual equipment driversto acquire

system call. This method brings small influence on system, is easy to load and unload, and provides the standard interface.

The data analysis integrates the two detection methods: anomaly and misuse, which provides corresponding detection models

and introduces the noise filtering function.
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