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Abstract: To solve low detection rate problem of intrusion for a small number o s 1n mass unbalanced datasets, an

anomaly detection based on Synthetic Minority Oversampling Technique (S ;ld Deep Belief Network ( DBN), called
SMOTE-DBN method, was proposed. Firstly, SMOTE technology w I

categories. Secondly, on the preprocessed balanced data sely th@
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ity of the preprocessed high-dimensional data was
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Fig. 1 Anomaly detection framework based on SMOTE-DBN model
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Fig. 2 Structure of RBM
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Tab. 1 Distribution of test dataset
b il Yoy F A e
Normal  'Normal’ 1
DoS Back, Land, Neptun, Pod, Smurf, Teardrop, 2
Mailbomb , Processtable , Udpstorm, Apache2 , Worm
Guess _ passwd, Fip _ write, Imap, Phf, Multihop,
R2L Warezmaster,  Warezelient,  Xlock,  Xsnoop, 3
Snmpguess , Snmpgetattack , Httptunnel
U2R Satan , IPsweep , Nmap , Portsweep , Mscan , Saint 4
. Buffer_overflow, Loadmodul , Rootkit, Perl, Sqlattack,
Probing 5
Xterm, Ps

WE DL BRESIR x' AR~ Ed, 51
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9722 ) JEE TR P45 T B 4 ( No. 23 ~ No. 31) DL IR B2 T

B IR 48 i B4R TR AE ( No. 32 ~ No. 41) FFIE B M 258
43K %L 5 ( Continuous, C) FIESELHY ( Symbolic, $)™, 4
2 PR, ERIERWEREENE 3 IR,

=2 HIESHE
Tab. 2 Features of dataset

FHE

duration(1) ,src_bytes(5) ,dst_bytes(6) , wrong_fragment(8) ,
urgent (9 ), host (10 ), num _ failed _ logins (11 ), num _
compromised (13 ) ,root_shell(14) ,su_attempted (15 ) ,num_root
(16) ,num_file_creations (17 ) , num_shells (18 ) , num_access_
files(19) , num _outhound _cmds (20 ) , count { 23 ) , srv_ count
(24) ,serror_rate(25 ) , stv_serror_rate ( 26 ) , rerror_rate (27 ),
srv_rerror_rate (28 ) , same _srv_rate (30) , srv_ diff _host _rate
(31) ,dst_host_count(32) ,dst_host_srv_count(33) , dst_host_
same_stv_rate(34 ) ,dst_host_diff_srv_rate(35) ,dst_host_same
src_port_rate(36) ,dst_host_srv_diff_host_rate (37) , dst_host_
serror_tate(38) ,dst_host_srv_serror_rate (39 ) , dst_host_rerror_
rate(40) ,dst_host_srv_rerror_rate(41)

Bt

C

protocol_type (2 ) , service (3 ), flag (4 ) ,land (7 ), logged _in

S (12) ,is_host_login(21) ,is_guest_login(22)

BT 3 M PR,

1) BRI TH

i3 3 A1, KDD 1999 $E £ i Bdm RS 0 A R A 2
i, NZEFHA V2R MR/ T DoS M Normal KIAFZAS
B, B, AR A SMOTE HR , # U2R BIAE A ZUE K2R
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FEE R # ( User Datagram Protocol, UDP) | % iR s il i 3¢
3 ( Internet Control Message Protocol, ICMP) , 1% 4 fff7R

3) B AR T —1ko

WHEE S SR 8, BRER (13) H—4L3)
[0,1] RIAIPY:

y = (y — min)/(max — min) (13)
oy HBE, min g%t RAFAE B YLK 5 /ME, max Sy R R
TR 1 B R E

x3 LHRHEE
Tab. 3 Experimental dataset
R HAE
TR i w | O g wam
Normal 4000 3000 U2R 50 200
DoS 2000 2000 Probing 2000 2000
R2L 1000 1000

R4 FRHBFMEHEL
Tab. 4  Attribute mapping of character type
PSR R | BROEE iR || BBUKE!
TCP (1,0,0) ICMP (0,0,1) upp

ZHE
(0,1,0)

3.2 EWITMERE
TR AR IR AN F
TP(True Positive) : ¥ 4= TE B HI W A4 TE S MM A%
TN( True Negative) : ¥ IE B AW A 1 2 MBS,
FP(False Positive) : 1 4 55 152 | T oA 971 28 ) SE B TE 284
AR, ‘
FN(False Negative) : #4515 HI Wy IF 28 A9 52 PR £
ES 8
|46 3 38 ( Detection Rate, DR) . 1R &
FA) J&13 (Accuracy, AC) /3R .

DR = TN/(TN + FN) (14)
FA = FP/(TP + FP) (15)
AC = (TP + TN) /(TP + FP + TN + FN) (16)

3.3 XIS
SLEG RS . Windows 7 (64 V) ¥#:4FE & 45, Intel Core i5-
5200U CPU @2.2 GHz,4 GB RBM, Python3.5,

KR
)RR SRS,

2) FEAEIR 4 205 P e 3R SMOTE AR X B % A
R,

3)TEAFBAE R £ AT AR LBEARN FH ARG
HI
3.3.1 EBRAHEE

SEEGIFE R, F DBN X R B E AT ING, T
DBN 2 H iR B & m BB A I 445 1, R 1% Sk
[24 - 25 XM SEGHT TIRE, WESHE 5 B
7, IR e A B S, B TE T A A AR O R 2R 45 R

N, A0 3 TR

A 3 AT, 43R R BT 100 B RS R B4R B i
FFE, AT ERTEE, G S50 5 Pk BUE % QR 3
3 100,
3.3.2 SMOTE k9 A 305 ir

AT BE SMOTE Bk A 5 4% 453 SMOTE £ AR 4t

#j{say

FEATG R BURSETE DBN Bk FHHTRIE, SHREREN, &
it SMOTE i M $R £ A0 T AR 4t SMOTE B8R4 TE
WHESEERT 2.01 ME S8 AW RERINE 4 BiR,
DoS F#NIZRA FRF AR , (B2 X D $RBE 4 U2R MR A
AR, H AR BRI 2R 5k 25 SMOTE &b B 5L
PRI AT 2

RS EWBH
Tab. 5 Experimental parameters
LWBH gi=! LWBE fiz1
DBN I AZ 17 5K 122 || FABEGBARKEL 20
R ERRUE T R 92 PUbBIH B % 0.001
B RERRUE TR 70 TRIABTBAE ST 0. 001

FERREET R 50
DBN i th 217 2 5K 10

softmax ZEHIEL k 5

1.0 . : :
0.8 /
S
~ .
06
0.4 50 100 150 200 250 300
RS
B3 ¥ A AR B AR (R

ing®with number of fine-tuning iterations

mSMOTE
COwithout-SMOTE|

———————

" Normal DoS§  R2L  UZR Probing

s
K4 SMOTE ib 35 Rl 25 L
Fig. 4 Comparison of detection rate before and after SMOTE processing
3.3.3 ki
¥ SMOTE-DBN 5 #:5 DBN #1 SVM F AR EUE &£
EHATX LS, a6 N, SMOTE-DBN J7 35 B4 I R AR
XFU R T DBN F1 SVM J7 ik, ETERIRARI7 XK

%6 SMOTE-DBN 5 DBN,SVM SuBa# Rttt %
Tab. 6 Comparison of experimental results among
SMOTE-DBN, DBN and SVM %
LWk DR FA LW DR FA
SMOTE-DBN  93.67 2.36 SYM 86.33 5.03
DBN 90.36 3.47
4 HE

ASCIRM T — 2R T SMOTE FI TR B 15 & P 45 ) 5 B A
W75 AR R T ARSMBBAR T EE S . Eid SMOTE 438
TR AR ERARE A — B LRI T 20 JaR 1)
THRA P BRI R B SRR H A R, RS S
softmax B35 T DBN Bk, 75 DBN Hl SVM J5 ik A7 %
HSEE . LIRSS RFREA, SMOTE-DBN 55 ik i ¥ BE AH X B4R,
X TR 4 R0 A TR B R AIE 58 BCRE ) AR B IR BE 1, TR A
TFTRESME IS T ;5 DBN 5 S 808 A Lk
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