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Abstract: Focusing on the issue that the traditional 1dentity-Based Fully Homomorphic Encryption scheme ( IBFHE)
cannot perform homomorphic operations on ciphertexts| uhder different IDentities (ID), a hierarchical identity-based multi-
identity fully homomorphic encryption scheme based 8n Learning With Error (LWE) problem was proposed. In the proposed
scheme, the transformation mechanism of identity-based multi-identity homomorphic encryption scheme ([ CM15] scheme)
proposed by Clear et al. (CLEAR M, McGOLDRICK C. Multi-identity and multi-key leveled FHE from learning with errors.
LNCS 9216. Berlin: Springer, 2015: 630 — 656) in 2015 was
combined with Identity-Based Encryption (IBE) scheme proposed by Cash et al. (CASH D, HOFHEINZ D, KILTZ E, et al.
Bonsai trees, or how to delegate a lattice basis. Proceedings of the 2010 Annual International Conference on the Theory and
Applications of Cryptographic Techniques, LNCS 6110. Berlin: Springer, 2010: 523 —552) in 2010 ([ CHKP10] scheme),
guranteeing IND-ID-CPA ( INDistinguishability of IDentity-based encryption under Chosen-Plaintext Attack) security in the

Proceedings of the 2015 Annual Cryptology Conference,

random oracle model and realizing ciphertext homomorphic operation under different identities, so the application of this
scheme was more promising. Compared with [ CM15] scheme, the proposed scheme has advantages in terms of public key

scale, private key scale, ciphertext size, and hierarchical properties, and has a wide application prospect.

Key words: hierarchical identity-based encryption; multi-identity; fully homomorphic encryption; homomorphic
operation; Learning With Error (LWE)
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FRIAHRTLAR P B B0 E B TR B HRENATSE
A5 X BLKFASA R PR o 2013 4F Gentry 251K T —
MHRERBEFRSMETR. BITRAFHTETERRG
P #3HR ] (EValuation Key, EVK) i R EMER L
AEBEEBEST , LI B SR B FIxT 8 LB 5 o
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B R CGE BN CMIS ] 5 , FHIER % T RERENL
TRE PR BT 24 IND-ID-CPA ( INDistinguishability of IDentity-
based encryption under Chosen-Plaintext Attack) %4,

B EZ AP 2RSNE T FER T AR AP B2
WRISERE, BRSO ESRA R WM A P T8
SR A, B8 C MR R AUE LM, Alice Fil Bob 2y C
TR SR EEARFRRT], H S BE B3R a,b, C
7 Alice 1 Bob P AFFIASANG B IF A BLARI AL . 2
FLH PR SR B A Alice #1 Bob BIAHF B E BRI AT S
BN AR B HEAT IR, T /5 % 2 300 B R R 45 Alice F
Bob, CHERE HEZIF BN = RS B, RS2 w7
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AR co

BEH K (Dec)  HATEX c FITH ok, i th R B4

Rl &+t B H ik (Eval) T XHINE G & SCHAT R ZS

BAE MR RSB PR REEE  MALH pk,BEE
B C e C,BXH(er,00,0,0) HHBTHEL ¢'o

SRS FENEEA U ILMERS

ERAE FHEE KeyGen(1*) — (pk,sk) ,m e {0,1} , B
Dec(sk,Enc (pk,m)) = m 37 SHE 2 KeyGen(1*) — (pk,
sk),m e {0,1},C e C RAR—NIREEL, A C(m,,my,,
m,) = Dec(sk, (Eval(pk,C,Enc(pk,m,) ,Enc(pk,m,) -,
Enc(pk,m,))) 3L,

FRE  WEBRNEEAE B BR R
TS h , Qe U G R B R A B R SRR TR IR T
=GN0 AN

EX1 BRB2REMFETRMNTHEELe Z7,—1
B R E ¥ BB R BB N L, 3 BB Bk
WEEME ORI BR, BETTERNERER
poly (A, L& MR R BB RS T,
1.2~ =S4 Mm% (HIBE)

TIBE J27E IBE WyBeAll b &2 RN , 78 B AL L BB
% TR 3 Hb ok 52 R4 A i 2% ( Private Key Generator, PKG) ) T.
YEfiH, 5 IBE 5 (& Setup . KeyGen , Enc , Dec iX 4
AEEA R M L, HIBE 5 % F — 431 B9 B ¥« Lower-level
Setup Bk,

Setup  Fii A E 2 S Bk, fi i E P (MaSter Key,
MSK) F1/33E 54 ( Public Parameters, PP) , 254 MSK AR
PKG R0 & PP HASHEL @5 A THE RS HE B3 MK A
AN U E IR EE R

Lower-level Setup I P iR4E B35 Bt E A C WIKES
A, A TART —RB B35 BX R R

Key generation % A ( PP,MSK,ID) ,PKG 4 &5 8
S RLRIFNH sy o 3K A0 PKG BETTAERAR PKG , 17T §652 5
5 BN | —E#) PKG,

BWA(PP,ID,m) B3 e Horp PP 3R A
R PKG,ID R RZEUOTH B35 B, X RIER £ T A
WHITEARE R P B RS

Decryption WU #ER A PKC MALS 8 PP
FE T B 75 1800 L PR A 5 8 285 2 S, 2 4 SC AR 3 AR I
B mo
1.3 LWE [ag1

LWE [W] 5. i Regev' ™ #£ 2005 4242 1, B 244k B
YRR Y £ 3 2 52 2% 2 BE 19 I 5 A€ 14 ( Non-deterministic
Polynomial, NP) [} 5,

EX2 (AW LWE B & A A ZLSH, S8 =
n(A),q = q(A) =2 ¥IHBE, x B Z, ERE I,

$ $ > A
a,«—Z, s Z,,e~—x, "HHb =(a,-s5) +e, € Z,,18

Encryption
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EX3 FHEH LWE RE& A NEESH, 58 =
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C M—#HFEXCT, = (ID, ,type = 0,enc = U,) ,CT, = (ID,,
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C),A2C—CHRAX vy +Y vy =p- vy +edqH,C-v
=u*v+e,

4 €, =Llog q| +1,v <« Powersof2(sy,) ,JU v {7 €, 1
REN(2°,2" 257 FERT €, N RBCT R, L v, =
2 e(q/4,¢2] HCHEjIT HHEL = (e;,v) = (u - ]*
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EE4  HICER[7] 7%, [ CHKPI0] &7 ROEAT
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HEZAP2FBNEFREPEE RIS IEETY
IND-ID-CPA %4>,
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2) MRS EORE PR HIE1T Sewup L, BRIRGELA
WBH I AFHRTE A JHREB %S,

3) gk 1: W& A %E - EHEN S M ID,(ID, #
ID*) A EENL IS B, HEXT R s, o

4) Pk SR BRI TS IERE , EBp, m € 10,

1 SR , PR LT o, (b —— (0,11), I I
U" « GenUnivMask(PP,ID" | u,) , Brg5 R BB M E A,

5) V2. BE# A PG HE—E BRI &4 ID,(ID, #
ID*) I BENL IS B, XTI s, 0

6) T Bk A AR ghad B, 3 b P EEA TSI, 15 5
bR b = b, B Y

BHE®E RSN BN Ay
|pr(b" =b) —=1/2 ],

B n HIEEE,q HER,m = 2nlog q, y ¥ BAAHK B,
RS M E BN ERR GO A G, Hidh GO Rk RA TR
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Game GO

procedure Initialize;

(Ay,Sy) + GenBasia(1",1™,q)

AW = H(id, ,idy, - ,id;) e 2"

Zs = G(ID*) e Z,MSK = 8,

return MPK = (A, ,A%" 7. )

procedure KeyGen

Aps = Ag | AT || AFZ | | A € Zpe
Ap.' =zpe |Aps € 20 Ap." =0[|Ap. e ZJ™
Sip+ = ExBasis(Sy,Ap+ ),

tip» = SampleD(Sp . A ,2ps ) ,Sp- = (1, ~fp.)
procedure H,G;

H:{0,1}* e Z;™,6:{0,1} " e Z}

procedure GenUnivMask:

i<lloggl + 1M

r<iZZ,e ix’"",ﬂ = powersof2(r)

b, =Ap. r+e+ (u-27,0-0) € ZV

[loggl +1 <i<NBf,je [y]

s<$—z;',f<ixm’

@ = (12,,000) € Z" b, = Ap. s +f+w e Z)
return(b, ,b;)

Game Gl

procedure Initialize;

4, &z;*’”,A;ﬁdf‘ &Z;X”’"

Zmn iZ;,MSK =95,

return MPK = (A, ,A%" 7. )
procedure KeyGen

Aps = Ay [ASF | AZ2 | AR <
Ap.' =z2p |Ap. € Z:,m", Ap:"=0]Ap. & Z:,m"',
Ap “fp = zpmod ¢,sp = (1, —#p)

procedure H(ID) ;

if ID=1ID*; H(ID) =1

else compute (s1p,2r ) sreturn(zy )

nx{(t+1)m
Z‘I

procedure GenUnivMask ;

i <llog g + 10 b, —— 7

llogq) +1 <i<NH},je [n]:bj&Z;"

return(b, ,b;)

4387 GO F1 G1, W] A

1) fFRA GenBasis (1",1",¢) BIEARMHE A, 4
T BRS04 s RN EERLIR S B, 2 ID » ID” A, H(ID)
TEGE T B n T¥ 59 704 1 SampleD s8Rty 5
BEMLI S LI R Ay -ty = 2y mod ¢ RBNH £, TEGETT
RS A H G, GO Fl G i sy, BA MRS

2) BRAET D, = | (a;,(a,5) +e) 10, —— 27,

x+(p27,040) € ZV HEx = Ay’ 1+ e RET—HE
VLS x FE— LWE MBS Y x = Ay’ -
r+eff,b, =Ay -r+e+(u- 271 0-0) e Z;"' ST GO
R Y x H— Y S ,b, XN G ISR [R5 b,
38 PR

3) RRE—THFIE D, Li—A 7T 2 88 2 K T
A% GO #0 G1 Wy AR AFEAE— N IE B AT LUF A )5
A5 45 SRR MR — N AL E M LWE [A1,

4) BT EN: LWE [0 SR EXER, B, Beh &0
X 43Rk GO F G1 14370 , BN B TCEE X 43 b, 0 b, IPIAT 43
1. I, BB MR B Uk BT, Bt BME A el LB S
PLICIER 4 U M5, AR AR TF b ARG B.

5) B EA EEER AT, MS  cupo) TEFEPLT S PR EL T 4
IND-ID-CPA %4>, 3CHk[ 7] E&AEEA[ CHKP10] 7 S AE R
TS PR T O IND-ID-CPA %4, H i, A 7 RN EHL IS
PR IND-ID-CPA &4,

3.3 BB

AIET —NET LVE REN &SRR G HhEEZ M
PeRENE TR, SHMFREMLL, MAGRE ,EE
&, BARRBAEL T I HE:

1) 5[ CHRPI10] & 4 b, 4 — M 8L/ HIBE 7329 @
& multj-identity HIBFHE J7 58, i FI R 5 i), SEITh Rk
A

2) 5[ GSWI3] 7 %42 L HIBFHE J7 RAH K 7 &1
MASREEAPY RIZH A, EZUT AR R Z %3
IR AR . RN LGES Z, FERERE ML
MREHELH EWMINEREEE, AEER, B8R
HFARTE, PR GSWI3 ] TRMBT-HAR , #Me S g4
w(kN +1)"B ZH, fRIET BB R

3) HLCMI5 ] 7 &4 Lk, A 7 &2 B AR08 A A R i bl
fl, R T RERANBIHETRZRAIBITE SRR T K
[CHKP10] 7%, M [CMIS] 7 R F M [GPVO8 ] &, BT
RO BT 19 [ CHKP10 ] J7 S 46 L[ GPVO8 ] Jr RIE AL
BAMBE B IXRT T EHBE —E NS I AEXRT 420
B8, H L, 7 Z AR IR (BRBEIA T RO AN T I H 2 4) 1
T F, A R EHEFA A RS REES. Bikg
g 1.3% 2,

£1 AXFHR5[GSWI3]AEM[CHKPI0] HFRE* L

Tab. 1 Comparison of the proposed scheme with

scheme [ CHKP10] and scheme [ GSW13 ]

IS AR Vid=l A ZH
e oy FID, = {(a,b) s, Z) b2, ) o WK LGSV YES ¥ES No
. ! \ o [ CHKP10] & NO YES NO
TS Ay, T 2. MR TAR HR L B B AR AR YES YES YES
) BV S HL, ATMS s - GenUnivMask B4R, f%ﬁlb“—
£2 FXHFES[CMIS]|FEMILES
Tab. 2 Comparison of the proposed scheme with scheme [ CM15 ]
PigS AP PR #CRAT REXRR EHERAE PRIt R 15
[CMI5] % O(n(m + n)log q) O(mn log q) 0(x*mlog” q) & K LWE [}
SRS O(n(m +1)log ¢) O(m log q) 0(*n log? ) 2 5 LWE [R5
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4 45

AT LWE AR, R CM15 177 R P AL, 25
AICHKPIO | TR MET — M EBWTEREHEZH A2
FIASINE TR IR T 207 8 9 FEHL TS YU T (4 IND-
ID-CPA %4, X L4, A R RS RE] WRE
o

5 By AT LG, J& #5n ( ABE) 8B4 5K 3 4Rk B HY
ViR R—EinmE, BRTAEHRSEHE
FANFETRSBREMFERLS S, SUBEEZH P 2R
mETR,
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