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Provable radio frequency identification authentication protocol with scalability
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Abstract: The popular Radio Frequency IDentification ( RFID) tags are/8ome passive ones and they only have very
limited computing and memory resources, which makes it difficult to solve \the Security, privacy and scalability problems of
RFID authentication protocols. Based on Hash function, a security-pfovable lightweight authentication protocol was proposed.
The protocol ensures the confidentiality and privacy of the sséssions during the authentication process by Hashing and
randomizing. Firstly, the identity of a tag was confirmedy, its pseudonym and was preserved from leaking to any untrusted
entity such as a reader. Secondly, only one Hashing<¢omputation was needed to confirm a tag’s identity in the backend server,
and the searching time to the tag’s identity was imiited to a constant by using the identifier to construct a Hash table. Finally,
after each authentication, the secrecy and pseudonym of the tag were updated to ensure forward security of the protocol. It is
proved that the proposed protocol satisfies scalability, forward security and anonymity demands and can prevent eavesdropping,

tracing attack, replay attack and de-synchronization attack. The protocol only needs Hash function and pseudorandom

generating operation for the tag, therefore it is very suitable to low-cost RFID systems.
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Fig. 1 Components of RFID system
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Fig. 2 Authentication procedure of the proposed protocol
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Tab. 2 Comparison of the proposed protocol with
other typical authentication protocols
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Tab. 3 Called functions and resource consuming on the tag of all protocels
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