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Abstract: Baseboard Management Controller (BMC) is responsible to
embedded system. Concerning the problem of vulnerability and security
control system was proposed. Firstly, in order to discover tkreat

the hardware and software architecture of BMC. Secondly§a

methods of BMC were obtained, which
analysis results show that the pr
BMC based on the model have been

server.
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control and management of server as a large

(= MC, a threat model of server management

Yaia Blow Diagram ( DFD) was established according to

%; ehensive threat list was obtained by using Spoofing-

i evation of privilege (STRIDE) method. Thirdly, a threat
e specific attack modes were obtained and the threats were
eNBecurity objectives such as confidentiality, integrity and availability. The

el can fully identity the security threats of BMC, and the protection methods of

d in the design process as security baselines, which improves the overall security of
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